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1. BBegeHue

ANIEKTPOHUKA

1.1. OnucaHue fOKyMeHTa

JaHHbIA JOKYMEHT SIBNSETCA YacTbio Habopa UHCTPYKLUIA MO 06CNYXMBaHUIO poyTepoB iRZ 1 coaepxut

MH(POPMALMIO TO/IBKO MO CPeACTBaM MOHWUTOPUHIA U YNPaB/eHUst yCTPOCTBOM. [t nosyueHus
MH(opMaL My 0 paboTe caMUxX YCTPOCTB CMOTPUTE COOTBETCTBYIOLLEE PYKOBOACTBO MO/b30BaTENS.

Jara

nyGénukauyumn

12.03.2019

03.06.2019

20.12.2019

06.04.2020

18.06.2021

01.09.2021

27.01.2022

26.02.2022

14.07.2022

08.08.2022

07.10.2022

18.10.2022

29.11.2022

28.02.2023

07.06.2023

28.06.2023

N3meHeHuA
OCHOBHOW AOKYMEHT
MpepynpexaeHne o nogadve HanpskeHnsa Ha GPIO

Lob6asneH Mobile APN Profiles, Server Modbus to RTU, 06HOBNEHbI BCe
pasgens! JOKyMeHTa

WM3meHeH paspen Serial Ports

Mepexopn Ha BcTpoeHHoe MO Bepcumn v20.1, n3MeHeHWs BO BCex pasgenax,
nepexof Ha HOBOe AP0, co3gaHne HTTPS cepTudmkaToB Ha yCTpoOiicTBE

Mepexopn Ha BcTpoeHHoe MO Bepcum v20.2

Mepexopn Ha BcTpoeHHoe MO Bepcun v20.3, n3ameHeHuns B pasaenax Tools:
Wireless Network, iRZ Link Client, Mobile Interfaces; Services: SNMP, Port
Forwarding, Firewall, po6asneH Application Layer Gateway

Mepexop Ha BcTpoeHHoe MO Bepcum v20.3.1
Mepexopn Ha BcTpoeHHoe MO Bepcuun v20.4
M3meHeH pasgen Network

Mepexopn Ha BcTpoeHHoe MO Bepcumn v20.4.3
V3ameHeH pa3gen Temperature

Mepexopn Ha BcTpoeHHoe MO Bepcun v20.5, n3meHeHns B pasgenax Services:
Firewall, Queues

Mepexopn Ha BcTpoeHHoe MO Bepcumn v20.6, n3ameHeHns B pasgenax Status,
GPIO, Network, SNMP, Serial Ports, fo6asneH pasgen Zabbix Agent

Mepexopq Ha BcTpoeHHoe MO Bepcun v20.7, nameHeHns B pasgene Network -
Wireless Network

MNepexopn Ha BcTpoeHHoe MO sepcumn v20.7.1



@ ANIEKTPOHUKA

Mepexopg Ha BcTpoeHHoe MO Bepcun v20.8, nameHeHns B pasgene Network -
25.10.2023 Routes, Mobile Interfaces



@ ANIEKTPOHUKA

1.2. Bepcusi BCTPOEHHOro o6ecnevyeHus

AKTyanbHas (Tekylias) sepcus BcTpoeHHoro MO

¢ poyTepbl cepun RO: RO-v20.8 (2023-10-25)
e poyTepsbl cepum R2: R2-v20.8 (2023-10-25)
e poyTepbl cepun R4: R4-v20.8 (2023-10-25)

¢ poyTepbl cepun R50: R50-v20.8 (2023-10-25)



ANIEKTPOHUKA

1.3. NMpepynpexaeHus

[ns kaxgon mogenn poytepa CcyLecTByeT COOCTBEHHbI KOMMMIEKT AOKyMeHTaumu. MNoxanyiicta, ybeautecs,
4YTO paboTaeTe C AOKYMeHTauMelh UMEeHHO A5 Balleli MoAenn yCTpoincTea.

HapylweHune ycnosuii skcnsyaTaumm poytepa nuwaeT Bac npaea Ha rapaHTuiiHoe 06CnyXnuBaHune
ycTpoiicTea.

MpeaynpexaeHue:
* PekoMeH/yeTcs yaenuTb 0co60e BHUMaHWE pasaeny, NocBsLIeHHOMY NpeaocTaBneHno 4OCTyna K

poyTepy. MNpu HapyLLUEHUM ONNCaHHbIX PEKOMEHAALMI BO3MOXHA Yrpo3a HeCaHKLMOHMPOBAHHOTO
[l0CTyna K poyTepy, CETSIM 1 ApYroMy CETEBOMY 060pYA0BaHNI0 CO CTOPOHbI TPETBUX JIULL.

¢ [lapameTpbl KOH(pUrypaLmm cnegyeTt BBOAUTL B MO/ITHOM COOTBETCTBUM C PEKOMEHAALMAMU AaHHOrO
JokymeHTa. Hanpumep, ansa IP-agpeca:

KoppekTtHo: 123.213.132.001
HekoppekTHo: 123,456.789.000, 123..456.789.000, 12 3.456.789.000*

Bce nonst HacTpoek poyTepa HEO6X0AMMO 3ano/IHATb TOMTbKO Ha aHI/IMACKOM A3bIKe.



ANIEKTPOHUKA

1.4. TepMUHBbI U COKpaLLeHUsa

PoyTtep — mapLipyTunsarop;

2G — o6LLee Ha3BaHwWe rpynnbl CTaHAAPTOB cOTOBOM cBA3N GPRS, EDGE;

3G — ob6Lee Ha3BaHWe rpynnbl CTaHAAPTOB COTOBOM cBA3n UMTS,HSDPA, HSUPA, HSPA+;
4G — o6ulee Ha3BaHWe rpynnbl CTaHAAPTOB COTOBOW CBS3M LTE;

CepBep — 3TOT TEPMUH MOXET ObITb MCNO/Mb30BaH B KAYECTBE 0603HAYEHNA AN15:

¢ CEepBEpHOI YacTy NPOrpaMMHOro NakeTa UCMO/b3yEMOTO B BbIYUCAUTENILHOM KOMMEKCE;

e pPOJIM KOMMOHEHTA, IGO0 0GBbEKTa B CTPYKTYPHO-CNYHKLIMOHA/IBHOI CXeMe TEXHUUYECKOTO PeLLEHNS,
pa3BEPTLIBAEMOIO C UCMO/Mb30BaHNEM POYTEPA;

e KOMMblOTEPA, NPELOCTABNAOLLErO TE WX UHbIE CEPBUCHI (CETEBBIE CTYXObI, CNYXObl 06PaboTKM 1
XpaHeHUs AaHHbIX U Npoyne);

BHewHwii IP-agpec — IP-agpec B ceT VIHTEPHET, NpeaoCcTaB/IeHHbI KOMMNaHNER-NPoBanaepomM yCayr
CBSI31 B NO/Ib30BaHME K/IMEHTY Ha CBOEM/ero 06opyaoBaHnm A/1s obecnedeHnst BOSMOXHOCTU NPSIMOiA
CBA3K C 060pyA0BaHNeM KIMeHTa Yepes ceTb VIHTepHeT;

®PuKkcmpoBaHHbIV BHelWHUI IP-agpec — BHelHW IP-agpec, KOTOpbIi HE MOXET M3MEHUTBLCS HX NP
Kakux ycroBusx (CmeHa Tvna obopyaoBaHusa KIMeHTa u ap.) Uam cobbITuax (NnepenoakiyeHne K cetu
nposaigepa u ap.); eAMHCTBEHHON BO3MOXHOCTLI0 CMEHUTb (OUKCUPOBaHHbIN IP-aapec saBnsieTcs
obpalleHre B hopmMe 3asBIeHUs K KoMNaHun-nposaiaepy;

AyTeHTUpMKaLMUa — npoueaypa NpoBepkn NoAJIMHHOCTM NoMb3oBaTens/knneHTalysna nyTém
CpaBHeHUs NPeAoCTaB/IEHHbIX UM HA MOMEHT MOAK/THOUYEHUS PEKBU3UTOB C PEKBU3NTAMM,
COOTHECEHHBIMU C YKa3aHHbIM UMEHEM M0/1b30BaTeNs/IoTMHOM B 6a3e AaHHbIX;

Web-uHTepdeiic poyTepa — cpefCcTBO ynpaB/ieHus, BCTPOEHHOe B poyTep 1 o6ecreuvBatoLlee
BO3MOXHOCTb KOHTPO/IMPOBATh ¥ HAacTPauBaThb ero oyHKLMK, a Takke HabioaaTh 3a COCTOSIHUEM 3TUX

OyHKLMIA;

YaanéHHoe ycTpoicTBO (YAaIEHHbIN y3€es1) — yCTPOCTBO, TEPPUTOPNasIbHO YaaiEHHOEe OT MecTa,
6o obbekTalysna, 06Cy4aemMoro B KOHKPETHO B3ATOM KOHTEKCTE;

JlokanbHas ceTb — CUCTEMA, 06BEAVHAIOLLAS HECKOMBbKO KOMMbLIOTEPOB B Npeaeniax 0gHoro
MOMELLEHUS], 30aHNS NN HECKOMBbKMX 67IM3K0 PacnoioXeHHbIX 34aHuii ogHoro npeanpusTus. Ans
COeNHEHUS] KOMMbLIOTEPOB MOTYT UCMOMb30BaTLCS Kabenu, TenedoHHbIe IMHUM UM 6eCNPOBO/IHbLIE
KaHasbl;

BHewwHAa cetb (VLAN) — Tononornyeckas («BUpTyasibHas») iokasibHas KomnbioTepHas cetb. VLAN
MMEET Te Xe CBONCTBa, YTO 1 (hr3nyeckas NnokanibHas CeTb, HO MO3BOMSAET KOHEUHbIM Y/1leHaM
rpynnupoBaTbCA BMECTe He3aBUCUMO OT UX (DM3MYECKOTO MECTOHAXOXAEHUS, faKe eC/N OHN He
HaxopgsATcs B OQHONM o3NYECKOi CEeTu;

BN (UPS) — ncTo4yHuK 6ecnepeboinHoro nutaHus.



2. CnocoObl ynpaBneHus poytepom iRZ

ANIEKTPOHUKA

PekomeHayeTcs yaenutb 0co60e BHMMaHWe HacTpoikam AoCTyna K YCTPOCTBy no npotokonam HTTP,
HTTPS, Telnet, SSH. OT cnoXxHOCTV Naponeii, pa3peLleHnst yagaseHHoro AocTyna, MCnosib3yemblX NOPTOB
CEeTeBbIX CMYXO, HACTPOEK MEXCETEBOIO 3KpaHa 1 ApYyrmx HacTPOoeK CeTeBbIX CNYXO 3aBMCUT 6€e30MacHOCTb
He TO/IbKO Camoro poyTepa, HO U YCTPOIACTB U CETEl, HaXOAALLMXCS 3a HUM.

Ta6nuua 1. CeTeBble CyX6bl, UICNOMb3YEMbIE /151 YNIPAB/IEHUSI POYTEPOM

HasBaHune

HTTP/HTTPS

Telnet

SSH

OonucaHue

Beb-nHTepdheic, no3BoNsALWmnia
HacTpouTb BCE
pernaMeHTMpoBaHHble OYHKLMN
poyTtepa. MOXHO 1CnonbL30BaThb
No60oIi cTaHAAPTHLIN NHTEPHET-
6pay3ep.

KomaHgHas KOHCOSb,
npefHasHayeHHas ansa 6onee
TOHKOW HaCTPOIiKnN yCTPOCTBA.
Mo3BoNSIET UCMOMBb30BATb
CTaHfapTHble KOMaHabl Linux.

AHanor Telnet, B KOTOpOM
wndpyeTcs Tpaduk

npu asTopusauuu n padore ¢
KOHCOJIbI0, YTO CHUXAET yrpo3y
nepexsaTa KoHhuaeHunanbHoh
WHhopmaLMn TPETbUMMN
nmuamu.

Tpe6yemoe MO

VHTepHeT-6pay3ep - Opera,
Firefox, Chrome, Safari v T.4.
(xpome Internet Explorer)

Telnet-K/IMEHT - NpUCYTCTBYET BO
Bcex OC (B Windows 7, 8, 10
TpebyeTcs BKIOUNTD).

SSH-KMeHT — npucyTCcTBYET MO
ymonyanuio B UNIX, TpebyeTtcs
ycTaHoBuTb PUTTY, WInSCP,
Openssh (win32) B Windows
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3. BbICTpbIN AOCTYN K YCTPOUCTBY

[ns foctyna K HacTpolikaM poyTepa HY>XHO BbINOMHUTL AEACTBUS, OMUCAHHbBIE HUXE.

1. OTKpoiiTe MHTEPHET-Gpay3ep 1 BBeauTe IP-agpec poyTepa B afpecHyto CTPOKY.

C @ http://192.168.1.1

Puc. 1. BBog IP-agpeca poyTepa B afipeCcHyH0 CTPOKY MHTepHeT-6pay3epa

He pekomeHayem ncnonb3oBath A8 paboTel ¢ web-uHtepdelicom poytepa 6pay3sep Internet Explorer

IP-agpec An1s gocTyna K HacTpoiikam poyTepa, MCMosb3yeMblil Mo YMOMYaHWio, ykaszaH Ha Haknelike Ha
HWXHeli CTOpoHe Koprnyca yCTpoiicTBa.

2. BBeguTe NOrVH 1 Naponb A4 AoCTyna K Be6-uHTepdeiicy poytepa
(no ymonyanuio, N10rMH — root, Naposnb — root)

Signin
http://192.168.1.1
Your connection to this site is not private

Username ‘ rook ‘

Puc. 2. BBog normHa 1 napons Aas focryna k web-uHtepdpelicy poytepa

Password

Mpu yTepe Naposns cMOTpUTE pasfen 0 COpoce HACTPOEK B PYKOBOACTBE MO/b30BaTe/Is COOTBETCTBYIOLLENO
YCTpOIicTBa Nnn 06Lme pekoMeHaaumy B pasaerne 4 JaHHOTO PyKOBOACTBA.

Mocne KoppeKkTHO BBOAA /10TVMHA 1 Naposis OTKPbIBAETCA CTPaHMLa cTatyca 1 OCTyn K OCHOBHOMY
UHTepcpeiicy ynpaBneHuns yCTPONCTBOM.
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L.

ANIEKTPOHUKA

Bo3BpalleHue K 3aBOACKUM HacTpoWKam

[JaHHasa onepauus Heobpatuma. Mpexae Yem BbINoHATL COPOC HACTPOEK, y6eanTeCh, YTO TeKyLme
HaCTPOIiKM ycTpoiicTBa Bam He noHaao6aTca (B Tom umcne knwumn n ceptudpmkarsl OpenVPN, IPSec, GRE,
napameTpbl NOAKNHYEHNS K CETU VIHTepHeT 1 T.4.).

[na Toro 4To6bl COHPOCUTHL HACTPOIKM poyTepa K 3aBOCKUM YCTaHOBKaM, Ha poyTepax iRZ nmeetcs
cneunansHas kHonka Reset.

[lns cbpoca HacTpoek 3axmMuTe kHonky Reset 1 yaepxuBaite B TedeHne 8 cekyHa,. Poytep
nepesarpysuTcst yXKe co COpPOLLIEHHbIMN HACTPOKaMMm.

Ecnu HacTpoiikv poyTepa noc/e nepesarpy3ku okasannicb He COPOLLIEHbI, BO3MOXHO
1. Bbl yAEPXMBa/IM KHOMKY HE AOCTATOYHO A0/IT0;
2. Ha BalleM YCTpOIiCTBE C/IoMaHa KHOMKa;

3. NpoLUMnBKa Ballero ycTpolicTBa AaBHO He 06HOBNSANACH - A/191 CTapbIX BEPCUiA NPOLUMBOK KHOMKY
Reset cneayet yaepxumBatb 20 cekyHA,.

TakKe HaCTPOIKM poyTepa MOXHO COpocuTb Yepes Beb-nHTepqielic, cM. pasaen Tools - Reboot
[JaHHOro pykoBOACTBa.

11



5. Web-uHTtepdeiic

5.1. Pasgen "Status"

Device info
Model
Uptime
Hostname

RAM free/total

Routing
Mode

RL21w

00h 04m 58s
iRZ-Router

9948 KiB / 80020 KiB

backup

Local Network (lan)

Status
Type
Address

Up
static

192.168.1.1/24

Mobile Internet (sim1)

Status

Network

Signal quality
Module revision
RSRQ

RSSI

IMsi

Address

Routing table

Up

4G

28/31 (90%)
EC25EFAR02A08BMAG
7

-56

250021086202099
100.72.254.247/28

0.0.0.0/0 @ defaultroute, metric=3

100.72.254.248/32 @ defaultroute, metric=103

@ ANIEKTPOHUKA

Firmware v20.7 (2023-06-07 12:35:43)
Serial No RDCG1000023
Unitname

Interfaces sim1

Uptime 00h 04m 025

MAC F0:81:AF:00:C4:6B
Rx/Tx 18.2 KiB / 504.0 KiB
Uptime 00h 03m 18s
Operator MegaFon MegaFon
Module name QUECTEL EC25
Module IMEI 861107032327505
RSRP -80

SINR 19

Band LTE BAND 3

Rx/Tx 27KiB/3.1 KB

100.72.254.240/28 @ defaultroute, metric=103
192.168.1.0/24 @ lan, metric=0

Puc. 3. CtpaHuua ctaryca

CTpaHuua Status coiepXnT 0606LLEHHYH0 MHPOPMALIMIO O COCTOSIHIAM YCTPOICTBA:

e Mogenb poyTepa;

e Bpems paboTbl YCTPONCTBA NOC/e BKKYeHUs (uptime);

¢ Tun GSM-cBsa3u, yposeHb GSM-curHana,

e |P-agpec, CKOpOCTb COEAUHEHUA U T.4.

JaHHast IHhopMaumst MOXeT BbITb NoNe3Ha /15t 6bICTPOI AMArHOCTUKK YCTPOCTBa. Hannume u
OTCYTCTBWE OTAE/bHbIX NOoMei 3aBUCUT OT MOAEN U HAaCTPOeK poyTepa.

12
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Device Info
OcHoBHas nHhopmaumsi 06 ycTpoicTee.

Tabnuua 2. Nons B pasgene Device Info

Mone OnucaHue

Model BbiBOAWUT MOAENb BaLlero poyrepa

Uptime Bpemsi paboTbl poyTepa ¢ nocniefHel nepesarpysku
Hostname Mmsa xocta

KonnuecTBo cBO60OAHOI onepaTuBHOM NamMsaTu/o6Lwmii 06bem onepaTuBHOIA
RAM free/total namsTu

Firmware Bepcusi ycTaHOBMEHHO NPOLLMBKA

Serial No CepwuiiHblii HOMep poyTepa

Unithame Mms poyTepa (MOXHO 3agaTth B pasgene Tools — Unit name)
Temperature

NHhopmauwmsa oT NoAKMIOUEHHbIX AaTUMKOB TemnepaTtypbl.

Temperature
0: 2844FB5BOB0000EC 23 Last Update 2022-12-23 13:22:11
1: 2844FB5B0B0000ED 27 Last Update 2022-12-23 13:22:11
2: 2844FB5B0B0000EF 24 Last Update 2022-12-23 13:22:11

Pasgen cogepxur:

¢ [lopsiaKOBbI HOMEP AaTunka

¢ YHuKanbHblli 16-T 3Ha4HbI ROM gatumka

¢ 3HayeHuWe NocregHero U3MepeHns Temneparypsl

* Bpewms nocnegHero ycnewHoro nsmepenus (Last Update)
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Routing
VHdopmauus o pexmnme pabotsl WAN-NOpPTOB.
Ta6nuua 3. MNonga B pasgene Routing

Mone OnucaHue

YkasbiBaeT pexum padotsl WAN nopTos: balancing — pexum 6anaHcrMpoBKn
Tpadhmka mexay wan noptamu; backup — pexum pesepBupoBaHnsa Mexay wan
Mode noptamu (pa3gen Network — Routing)

YkasbiBaeT uHTepdeiicel, Yepes KOTopble B AaHHbI MOMEHT OCYLLECTBSAETCS
Interfaces TOT U/IX UHOW peXxumM B Nopsifike NPUOpPUTETOB

Local Network (LAN)
ViHchopMauusi 0 COCTOSIHUM STI0KasIbHbIX MOPTOB poyTepa.

MoapasfenoB MOXET ObITb HECKO/IbKO, TaK Kak B HACTPOMKax NpUCyTCTBYET BO3SMOXHOCTb BbIHECTM
Kaxabln Ethernet-nopt B oTAenbHbIn VLAN.

Tabnuua 4. Nonsa B pasgene Local Network (LAN)

Mone OonucaHue

YKasbIBaeTcs eCTb /M (oM3nUecKoe nofk/toueHune K nopty: Up — nogksitoueHme

Status ectb, Down — nogxntoveHns Het

Type Pexunm paboTbl nopTa: static — ctatuyeckasn IP-agpecauns
Address IP-agpec noprta ¢ ykazaHuem Makcu ceTu

Uptime Bpems paboTbl nopta

MAC MAC-agpec nopta

RXx/Tx CYETUMK MPUHSATBIX U OTNPAaB/IEHHbIX GanT

Mobile Internet (SIM1/SIM2/SIM3/SIM4)
MHbopmaums o COCTOAHMM NOAKMIOUYEHNS MO KaHasly COTOBOW CeTu.

Uncno pasgenos COOTBETCTBYET uncny SIM-kapT, ecrim nx B yCTPOWCTBE YCTAaHOB/IEHO 60/bLLE OAHOI. B
3aBMCUMOCTM OT MOZEe/IM poyTepa HEKOTOPbIE MOMA MOryT OTCYTCTBOBATb.

Tabnuua 5. Nonsa pasgena Mobile Internet

Mone OnucaHue

YKasblBaeTcs cTaTyc nogxKnyeHns Kk cotosoii cetn: Up — SIM-kapTa
3aperucTpupoBaHa B CETU COTOBOIO onepatopa v rotosa kK paborte, Down — SIM-
Status KapTa He 3aperucTpupoBaHa B CeTU 1 He paboTaeT

Uptime Bpemsa akTMBHOCTM C MOMEHTa YCTaHOBKM Ceccumu

14
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Tabnuua 5. Mons pasgena Mobile Internet

Network

Operator

Signal Quality
Module Name
Module Revision
Module IMEI
RSRQ

RSRP

RSSI

SINR

Bands

Rx/Tx

Address

Tun COTOBOW CETU MO KOTOPOIA B faHHbIi MOMEHT OCYLLECTBNSAETCA Nnepejaya
JaHHbIX: 2G, 3G, 4G

BbiBOAMTCS MMS onepaTopa COTOBO CeTu

YpoBeHb curHana coToBoli cetn B hopmate CSQ U B NpoLeHTax oT
MaKCcMMasibHOro

Ha3saHve GSM mofyns, ycTaHOBMEHHOTO B Ballem poyTepe
Homep Bepcun GSM-moayns poyTtepa

IMEI Homep GSM mogayns Baluero poyrepa.

KauecTBo curHana, npyHMMaemoro ot 6a30Boii cTaHuun
MOLHOCTb cUrHana, NPUHMMAaEMOro OT 6a30BO CTaHLMK

Cratuctuyeckunii nokasartesb, YPOBEHb MOLLHOCTN NPUHMaemMoro MOGUbHOM
TEXHWKOW curHana. OTpuuartenbHoe 3HavyeHne, N YeMm 6nmxe K 0, TeM cuIbHeEe
CuUrHasi

CoOTHOLLIEHME YPOBHSA MOJIE3HOIO CUTHaUs1a K YPOBHIO Lyma

YacToTHble nonockl (63HAbI), KOTOpPbIE MCMO/L3YIOTSA A5 CBSA3M B J@HHbIN
MOMEHT

CueTuVK NPUHATBIX 1 OTNPAaB/IEHHbIX GaT

IP-agpec SIM-kapTbl C yKa3aHMeM Macku CETU, BblAaBaeMblii onepaTtopom
COTOBOW ceTu

Wired Internet (WAN)

MHdopmauus o ctatyce nopta WAN.

Tabnuua 6. Mona B pasgene Wired Internet (WAN)

Mone
Status
Address
MAC

Uptime

OonucaHue

CocTosHue nopra

IP-agpec nopTa ¢ ykasaHuem Macku cetu

MAC-agpec nopta

Bpemsa akTMBHOCTM nopTta
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Tabnuua 6. Monsa B pasagene Wired Internet (WAN)

Type Tun pa6oTbl NnopTa
Rx/Tx CUeTurK NPUHATBIX U OTNPAaBEHHbIX 6anT

Routing Table

WHdopmauus no Tabnuue mapLipytmsaumm.

BbiBOASATCA BCE CYLLECTBYHOLME HA AaHHbIA MOMEHT MapLUpyThbl.
UPS Status

ViHchopMauusi 0 COCTOSIHUM MCTOYHKKA 6ecnepeboiHOro nuTaHus (ToNbKo 4151 pOyTepoB CO
BCTPOEHHbIM VBIT)

Tabnuua 7. Nonsa B pasgene UPS Status

Mone OnucaHue
Input Voltage BXoAsLlee HanpsxeHne
Battery Voltage HanpsXeHue Ha VBT

Ecnu 3HaueHue Input Voltage paBHO Hynto, yCTPOIACTBO paboTaeT OT BCTPOEHHOro MBI,
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IPSec tunnel

IPSec IKEv1 tunnel (HQ)

Status Waiting for traffic between SA
Source sim1

SA (Local - Remote) dynamic - 2.2.2.2/32

SA (Local - Remote) dynamic - 4.4.4.4/32

Phasel aes256 / sha256 / DH:14

IPSec IKEv2 tunnel (Center)

Status Waiting for traffic between SA
Source default route

Local SA default route

Phasel aes256 [ sha256 / DH:14

Established
Remote
Status
Status

Phase2

Established
Remote
Remote SA

Phase2

@ ANIEKTPOHUKA

3.3.33
Waiting for traffic between SA
Waiting for traffic between SA

aes256 / shal / PFS:15

3.3.34
5.5.5.5/24 6.6.6.6/24

aes256 / shal / PFS:NONE

Puc. 4. Mpumep nHpopmauun B pasgene IPSec tunnel

Tabnuua 8. Nonga B pasgene Status ans IPSec TyHHens

Mone OnucaHue

Status Tekywwuii cTaTyc TyHHens

JlokanbHbIli MHTEpPEiic, Yepe3 KOTopbIi ByaeT pabotaTb TyHHeNb (Default route
— yepes nHTepgeiic, ABNAIOWUNIACA Ha AAHHbIA MOMEHT aKkTUBHbIM

Source WAN-nopTom)

JomveHHoe umMst unmn IP-agpec nopTa yaasieHHoro YCTPOICTBa, C KOTopbIM ByaeT

Remote NOCTPOEH TYHHESb

SA (Local -

Remote) Security Associations, NonMTUKK1 6e30nacHoOCTH

Phase 1, 2 MapameTpbl ayTeHTUdMnKaLmmn 1 wndposarua ansa ®asel 1 n dasbl 2

Mone Status onucbiBaeT TekyLlee COCTOAHNE TyYHHe 1. BO3MOXHble 3HaYeHUs Noas onncaHbl B Ta6.I'IVILI,e

HWXe.
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Tabnuua 9. Bo3aMoXHble 3Ha4eHus nons Status

Mone OnucaHue

Network not
available AJpec UCTOYHMKA C NTIOKa/TbHOM CTOPOHBI (Source Address) He AOCTyneH

OxupgaHve Tpadmka mexay mexay nokanbHoii (Local subnets / Source Address)
Waiting for traffic v yganénHoli ctopoHoii (Remote Subnets / Remote Address) 4To6bl

between SA WHMULMNPOBaTb OGMEH K/HoYamu 1 cornacoBaHue nosmTuk

Phase 1 O6MeH Knovamuy npoluen ycnewHo, Phase 1 noctpoeHa, Phase 2 He nocTpoeHa.
established Tpadvk He ngét

Installed TyHHENb NOCTPOEH, Tpadink Wwndpyetcs

Down PoyTtep oxungaet nogknoyeHns kKnueHTos (Remote Address ykasaH kak 0.0.0.0)

18



@ ANIEKTPOHUKA

5.2. Pa3gen "Network"

5.2.1. Local Network

Pasgen Local Network Ha Bknagke Network npegHasHayeH 415 HACTPOKM NokasbHbIX Ethernet-noptos
poyTepa. B poytepax iRZ nmeercsi BO3MOXHOCTb HacTpouTb WAN-NopT Takum 06pa3om, UTo6bI OH
pabotan, Kak nokanbHblin Ethernet-nopt n Hao6opoT — Bce LAN noptbl npeBpatutb B WAN.

Ha pucyHke Huke npeactaBneH npumep oobegnHeHns Ethernet-noptoB B VLAN (BUPTYasibHYHO
NOKasibHY0 ceTb). [MocKonbKy B JaHHOM nprMepe HacTpoeHo Aga VLAN, To Ha cTpaHuLe nokasaHbl ABe
rpynnbl HACTPOEK — AN151 BUPTYaslbHbIX ceTeil «lan» n «lan84» (Ha3BaHus 3a4ar0TCa aBTOMATUYECKN NN
B pyuHyto — nosie VLAN ID). UTto6bl fo6aBuTb HOBbI VLAN, HaxkmuTe Ha kHonky Add VLAN BHu3Y
CTpaHuLbl, a 4ToObl YAasIMTh — HOKMUTE KHOMKY Remove, B COOTBETCTBYIOLLEN rpynne HacTPOoeK.

[nsi coxpaHeHUs! BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEeHHbIe HACTPOIKM GyayT COPOLLEHDI!

Local Network (lan)

CPU port

etho T

IP

192.168.1.1

Local Network (lang4)

CPU port

ethl v

IP
192.168.84.1

Remove
VLANID Switch Ports
1 PORT1 PORT2 PORT3 PORT4
Mask MAC
255.255.255.0
Remove
VLANID Switch Ports
84 [JPORT1 [JPORT2 [JPORT3 PORT4
Mask MAC
255.255.255.0

Puc. 5. Bknagka Network, pasgen Local Network
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Tabnuua 10. Hactpoiikn Network — Local Network

Mone

CPU Port

VLAN ID

Switch Ports

P

Mask

MAC

OnucaHune

Bbi6op nopTa npoueccopa, koTopblii 6yaeT HasHaveH Ha VLAN. Hanpumep, B
poyTepax cepun R4 gocTtynHbl Aga noprta Ethernet 1Gbit: ETHO n ETH1. lNo
ymonyaHuio, ETHO — 3710 yeThipe nokansHbix nopta, a ETH1 — oguH WAN-nopT.
OpHako nonb3oBaTtesb C NOMOLLBK AAaHHON HACTPOVKN MOXET pacnpenenuTb
nopTbl Mexay u3nyeckuMn pasbeMamMmm caMoCcTOATE bHO.

YkasaHvne Homepa VLAN. N3HayanbHO HoMep 3ajaeTca aBToMaTnuyecky caMmmm
YCTPOWCTBOM, OHaKO Nofb3oBaTe/lb MMeeT BOSMOXHOCTb €ro U3MEHUTD.

Bbi6op thusnyeckmx NopTos, KoTopble ByayT AobasneHbl B VLAN
IP-apgpec poyTtepa gna co3gaHHoro VLAN
Macka cetu poyTepa g/1a cosgaHHoro VLAN

MAC afgpec, MOXHO 3aZilaBaTb B Py4HYIO

Failover management (npoBepka COCTOAHUA cOefMHEHUS)

MpeaycmoTpeHa NpoBepKa COCTOSHKS COeAMHEHUS NPpU NomoLLy oTipaBku ICMP-nakeToB (NM1Hra)

yKazaHHOro agpeca.

B none Ping Address yka3biBaeTcs IP-agpec niv fomeHHoe UMs cepsepa /19 NpoBepku paboTbl
coefnHeHus. MOXHO ykasaTtb Heckosbko IP-agpecoB nnun gomeHoB Yepes NMPOBE/. B none Ping
Interval 3aaeTca nepuoAMyHOCTL 3anycka nuHra (B cekyHgax). B none Ping Attempts yka3sbiBaeTcs
KO/IMYECTBO HeyAauyHbIX NOMbITOK NOAPAL.

B MOMEHT Hauyasia oTCMeXxmBaHuUsa coeanHeHno (MapLUpyTy) NnpucBanBaeTcs NPUOPUTET MO YMOMYaHUIO.

YnpasneHve maplupytamu Haxogutcs B pasgene Network - Routes

¢ Ecnv nocne otnpasky ICMP-nakeTta Ha cepBep NocTynaeT 0TBET, MapLUPYyT CUMTaEeTCA paboTaroLwmm.
HvKaknx fONO/THUTENbHbIX AEACTBUI HE NPOVNCXOAUT.

e Ecnu nocne otnpasku ICMP-nakeTa Ha cepsep OTBETA HEe MOCTYMAET, NOMbITKa cYNTaeTcs
HeyAa4yHoW, HauMHaeT oTcumnTbiBaTbca Ping Attempts. MapLipyT nepeBoanTCs B pe3epBHbI.

o Ecnu cneaytoLas nonbiTka coeanHeHust 6yaeT yaauHoii, MapLpyTy BO3BpaLLaeTCsl UCXOHbII

npUopUTET.

o EC/IM KONMYeCTBO HeyaauHbIX NOMbITOK NoApsA AOCTUTHET 3aA4aHHOr0, MHTepdielic GyaeTt
nepesanylleH 1 Yepes Kakoe-To BPpeMsi MapLLUpyT CTapTyeT C NPUOPUTETOM MO YMOJTYAHMIO.
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5.2.2. Wired Internet

Pasgen Wired Internet Ha Bknagke Network npegHasHaveH gns HacTponikn WAN-nopTa poytepa B
pamkax VLAN.

B poyTtepax iRZ nmeeTcs BOSMOXHOCTb HACTPOUTb JIOKa/IbHbIE NOPTbI TaKUM 06pa3oM, YTO6bI OHK
paboTtanu, kak WAN-nopThbl.

YTo6bl f06aBNTb HOBbIN VLAN, HaxkmuTe Ha kHonky Add VLAN, a 4to6bl yaaniuTb — H&OOKMUTE KHOMKY
Remove.

[nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEHHbIe HAaCTPOIKM ByayT COPOLLEHbI!

Mpu co3gaHnm VLAN no ymonyaHuio B none Connection Type BbicTaB/eHo 3HayeHve Disabled. 3to
o3HauyaeT, 4To WAN-MOPT 10rMyeckmn BbIK/IIOHEH - TO eCTb dim3nyeckoe nogknoueHne dyaet
npUCyTCTBOBAaTb, HO poyTep He ByaeT nepeAasaTtb N0 MOPTY HUKAKNX AaHHBIX.

Wired Internet (wan62) Remove
CPU Port VLAN ID Switch Ports

ETHO v 62 PORT1 PORTZ2 PORT3 PORT4
Connection Type MAC

Static v
IP Mask Gateway

Failover management
Ping Address Ping Interval (sec) Ping Attempts

s

Puc. 6. Bknagka Network, pasgen Wired Internet

MepeyeHb OCHOBHbLIX HACTPOeK NpueeaeH B Tabnvue Network — Wired Internet.
Tabnuua 11. Network — Wired Internet 0CHOBHbIE HACTPOIKK

Mone OonucaHue

Bbi6op nopTa npoueccopa, KoTopblii 6yaeT HasHadveH Ha VLAN. Hanpumep, B

poyTepax cepun R4 gocTtynHbl aga nopta Ethernet 1Gbit: ETHO n ETH1. Mo

ymonuyaHuto, ETHO — 370 yeTkIpe nokasibHbIX nopTa, a ETH1 — oguH WAN-nopT.

OgfHako nonb3oBaTesib C MOMOLLBIO AaHHON HACTPOVKM MOXET pacnpeaennTb
CPU Port nopTbl Mexay U3nN4YeckumMm pasbeMamMm CaMoCTOSITENbHO.
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Tabnmua 11. Network — Wired Internet o0CHOBHble HACTPOWKM

Yka3zaHue Homepa VLAN. N3HayasibHO HOMep 3a4aeTcs aBToMaTnyeckm cammm
VLAN ID YCTPOWCTBOM, OAHaKO MOMb30BaTe/lb MMEET BO3MOXHOCTb €r0 U3MEHUTD.

Switch Ports Bbi6op husmyeckmx nopTos, KOTopble ByayT fobasneHsbl B VLAN

Connection Type Tun nogknYeHus K BHelHUM ceTam yepe3s WAN-nopt

Connection Type

Static "

Disabled
DHCP

PPPoE

Puc. 7. Tun coegnHenua gnsa WAN-nopta

Tun nogkntoyeHns DHCP o3HavaerT, 4Tto poyTep 4O/KeH nosyunTsb IP-agpec, macky n agpeca DNS-
cepsepoB oT BHelwHero DHCP-cepsepa.

Tun nogkntoyeHns Static Heob6xoauMMm AN PyYHOI YCTaHOBKM ceTeBbIX HacTpoek WAN-nopTa.

Tun nogkntoueHns PPPOE HeoGxoauM npy KCNo/b30BaHUM NPOTOKO/IA C aBTopu3aLumeli Ha cepeepe
PPPoE.

Tabnuua 12. jonosHuTesnbHble HacTpoiikn (nosie Connection Type)

Mone OonucaHue
Ping Address IP-agpec yganeHHoro xocta a5 npoBepku paboTbl coegUHEHNS

NHTepBan B cekyHAax, Yepes KOTopbIii ByayT OTNPaBAATLCS NakeTbl A1s
Ping Interval (sec) npoBepkn coeguHeHns (Mo ymondaHumto, 30 cekyHa)

Ping Attempts KonnuectBo HeyaauHbIX NOMNbITOK COeANHEHUS (N0 yMONYaHuio, 3)

Use Peer DNS
Server BktoueHne/BbIKNIOHYEHME NCMONB30BaHNs BHELWHUX DNS-cepBepoB npoBaiigepa

MAC-agpec poytepa ansa co3gaHHoro VLAN. Ecniv nosne octaBuTb NyCTbIM, TO

MAC 6yaeT ncnonbloBarbcsd MAC-aapec, yCTaHOB/IEHHbI NPON3BOANTENEM
IP IP-agpec poytepa gna cosgaHHoro VLAN

Mask Macka cetn poyTepa g/1s co3gaHHoro VLAN

Gateway LLno3 poytepa ansa cosgaHHoro VLAN

Login NoruvH, koTopblii ykasbiBaeTcs npyu PPPOE-coefmHeHnm
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Tabnuua 12. fononHutenbHble HacTpoliku (nosie Connection Type)

Password Maponb, KOTOPLIA yKasbiBaeTcs Nnpu PPPOE-coeguHeHnn
AC-name VImMsa KOHUEeHTpaTopa AoCcTyna, KOTopbIil ykasbiBaeTcs npu PPPOE-coeguHeHun

Failover management (npoBepka COCTOAHUA coefUHEHUS)

MpeaycmoTpeHa NnpoBepka COCTOSAHMSA COeaUHEHUS Npu noMowm otrnpaskn ICMP-nakeToB (NuHra)
yKasaHHOro agpeca.

B none Ping Address yka3biBaeTcs IP-agpec unv JOMeHHOe nMs cepeepa A1 NpoBepku padoThbl
coefHeHus. MOXHO ykasaTtb Heckosbko IP-agpecoB nnn gomeHoB Yepes NMPOBE/. B none Ping
Interval 3apaeTca nepMoguYHOCTL 3anycka nuHra (B cekyHgax). B none Ping Attempts ykasbiBaetcs
KO/IMYECTBO HeyJauHbIX MOMbITOK NOAPSA.

B MOMEHT Hayasia OTCMIeXMBaHUSA CoeAnHEHMIO (MapLUpYTy) NpUucBanBaeTcs NPUOPUTET MO YMOMYaHUIO.
YnpaeneHue mapLupyTamu Haxoautcs B pasgene Network - Routes

e Ecnu nocne otnpasku ICMP-nakeTa Ha cepsep NOCTynaeT OTBET, MapLLPYT CUATAETCA paboTatoLwmm.
Hunkaknx f4ononHMTENbHbIX AEACTBUIA HE NPONCXOAMT.

» Ecnu nocne otnpasku ICMP-nakeTa Ha cepBep OTBeTa He NOCTynaeT, NoMnbITKa CUMTaeTcs
HeyaauHoii, HauMHaeT oTcuUMTbIBaTbCA Ping Attempts. MapLupyT nepeBoanTCcs B pe3epBHbIii.

o EcC/u cnepaytoLas nonbiTka coeanHeHust 6yaeT yaauHoi, MapLupyTy BO3BpaLLlaeTCsl UCXOAHbII
npUopUTET.

o Ec/v KonnuyecTBo HeyAauHbIX NONbITOK NOAPSA AOCTUTHET 3aflaHHOoro, MHTepdelic byaert
nepesanylLeH 1 Yepes Kakoe-To BpeMSsi MapLLpYT CTapTyeT C NPUOPUTETOM M0 YMO/TYAHWIO.

m Failover management goctyneH gns tunos nogkntoveHns DHCP u Static (npy 3Tom fo/MKeH ObITh yKasaH
Gateway). [1ns BKNOYEHNS PyHKUUN 06a3aTeNbHO A0/MKeH 6biTh BbibpaH napameTp Default Route.
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5.2.3. Mobile Interfaces

Pa3gen Mobile Interfaces Ha Bknagke Network npegHasHayeH ons HacTpoiikn MOBUNBHOIO
VHTepHeTa.

Mobile Interfaces

SIM1/SIM2 QUECTEL EC25 Edit

Puc. 8. Bknagka Network, pasgen Mobile Interfaces gns ogHomoaynbHOro ycTpoincTea

Mobile Interfaces

SIM1 Huawei MES09s Edit

SiM2 QUECTEL EC25 Edit

Puc. 9. Bknagka Network, paszgen Mobile Interfaces ans nByxmoaynbHOro ycTporictea

[Nsi HaYana peaakTMpoBaHUsi HACTPOEK HEOGXOAMMO HaxaTb KHorKy Edit.

@ [na coxpaHeHns BbINOMIHEHHbIX HACTPOEK UCMO/b3YITE KHOMKY Save. Mpu nepexoge Ha Apyrve CTpaHuupbl
pa3faenoB BCE BbINO/THEHHbIE, HO HE COXPaHEHHbIE HACTPOMKM ByayT COPOLLEHbI!

UTo6bI BK/OYATb MM OTK/IIOUaTh paboTy poyTepa ¢ SIM-kapToii, He06X0AVMMO NOCTaBUTb U/IN CHATb

ranouky HanpoTtus nyHkTa Enable SIM1 (nnn SIM2). Haxxatne Ha kHonky Advanced Settings
OTKpbIBAET AOCTYN KO BCEM BO3MOXHbIM HACTpOWkam AaHHOro pasgena.
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PyKoBOACTBO N0 HaCTpoOiike poyTepos iRZ BcTpoeHHoe MO Bepcun @ INEKTPOHUKA
20.8

QUECTEL EC25

Enable SIM2

APN MNetwork Access
Auto w Advanced settings
Username Password Auth Type
Any ~

PIN MTU Force MCC MNC

Leave blank if not needed 1400 example: 25066
Use as default route Use peer DNS servers [C] Allow roaming
Specific Bands

Leave blank for automatic selection

[J]B1-FDD (] B3-FDD [ BY-FDD [ B8-FDD [ B20-FDD [ B28-FDD [0 B38-TDD [ B40-TDD

[ B41-TDD [ WCDMAZ2100 [ WCDMAS00

Modem connection Additional PPP Options

PPP w example: debug

Failover management

Ping Address Ping Interval (sec) Ping Attempts
Enter address to check connec Default 30 seconds 3 by default
Manage SIM

Connection Timeout (sec)

360

Close Apply changes

Puc. 10. Bknagka Network, pasgen Mobile Interfaces — Edit

HacTtpoiiku mo6unsHoro NHTepHeTta

B 3aBucuMmMocTn OT Mmogenn poytepa nons Specific Bands, Primary SIM, Return to Primary SIM moryT
OTCYTCTBOBATb.

Ta6nuua 13. Hactpoiikn Network — Mobile Interfaces — Edit
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Tabnuua 13. Hactpolikn Network — Mobile Interfaces — Edit

Mone

APN

Network Access
Username
Password

Authentication
Type

PIN

MTU

Force MCC MNC

Use As Default
Route

Use Peer DNS
Server

Allow Roaming
Specific Bands

Modem
Connection

Additional PPPD
Options

Connection
Timeout (sec)

OnucaHue

Nwms coTtoBoin cetn (APN). Heobxogumo, ecnn y SIM-kapTbl KOPNopaTuBHbIL
Tapud nnn BblgeneHHas coToBas CeTb BHYTPY Nposaigepa

BbI6op pexuma paboTtbl ¢ coToBbIMU ceTAMU 3G, 4G
Vima nonb3oBatens Ans gocTyna B COTOBYHO CETb NpoBaiigepa

Maposb 415 AOCTyna B COTOBYIO CETb NpoBaiigepa

Bbi60op npoTokona ngeHtudgmkaummn SIM-kapTbl B ceTy npoBaigepa
PIN-kog SIM-kapTbl (eCnn yCTaHOB/EH)
HacTtpolika 3HayeHns MTU

Mo3BONSET OrpaHMYnTL BbIGOP COTOBLIX ONEpPaTopoB. 3a4aeTcsl MOOUBHLIN KOA
cTpaHbl (MCC) B kKOMOMHaUuMM ¢ MO6UbHLIM kogom cetn (MNC), uTo ABnsieTcs
YHUK&/TbHbIM UAEHTUMKATOPOM TOW CEeTUH, KOTOPYH TpebyeTcs NCNob30BaTh

Mcnonb3oBaTb yKazaHHble HACTPOKM Kak MapLUpYT Mo YMOYaHuio

BkntoyeHune/BbIk/Il04EHNE UCNONBb30BaHNa BHelwHMX DNS-cepBepoB nposaiigepa
PaspelueHune/3anpeT paboTbl SIM-kapTbl yCTpoCcTBa B POYMUHTE

BbI60p YacTOTHbIX Nosoc (63HA0B).

Bbi6op npotokona - PPP unn Auto

YKazaHue J0NoNHUTENbHbIX ONuuiA Npu paboTe no npotokony PPP

Bpewms, koTopoe otBoanTCA SIM-KapTe Ha NOAKMOYEHE K COTOBOMY onepartopy,

Mo UCTEYEHUN aHHOTO0 BPEMEHW pPoyTep NepesarpyXaeT COTOBbI MoAY/ b MO
MUTaHNIO N [O3BOH HAYMHAETCS 3aHOBO, M3MEPSIETCH B CEKYHAAX
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Tabnuua 13. Hactpolikn Network — Mobile Interfaces — Edit

Yka3blBaeT Kakas u3 SIM kapT ABseTca NpuopuTeTHO (TONbKO ANns
Primary SIM OAHOMOAY/bHbLIX POYTEPOB)

Return to Primary  Yka3aHue npomexyTka BpeMeHU, Nocsie KOTOPOro poyTep Npon3BeieT nonbITKy
SIM (sec) BEPHYTbCS Ha OCHOBHYO SIM KapTy (To/1bKO AN 0AHOMOAY/bHbIX POYTEPOB)

BbIGOp 4ACTOTHbIX Nosnoc (63HA0B)

dyHKUMA gocTynHa ans GSM-mopyneii crnefyowmx pesusnii;
» EPO6-E - EPO6ELAR04A03MA4G u Bbllwwe,

* EC25-EU - EC25EUGARO6A03M4G 1 BbliLue,

* EC200T-EU - EC200TEUHARO5A03M16 1 BbliLue,

* EC200A-EU - EC200AEUHARO01A04M16 1 BbIwWwe.

[ns aBTomatuyeckoro Bbibopa 63HA0B BCe N0/ cnefyeT 0CTaBUTb NYCTbIMU.

[ns Bbibopa onpefeneHHbIX 63HA0B HYXXHO NOCTaBUTb ras/louky B COOTBETCTBYIOLLMX YEKOOKCaX.
Mpwn sTom:

* B pexnme Network Access - Auto ans Bbibopa 6yayT AOCTYNHbI BCe 63HAbI,

* B pexumMe Network Access - 4G only nnu 3G only - To/Ibko 63H/AbI, KOTOPbIE COOTBETCTBYIOT
yKazaHHbIM CTaHzapTam,

* B pexume Network Access - 2G only BbI6op 63HA0B HEAOCTYNEH.
MepeknioueHne SIM-kapT

Ansa yctpoiictB ¢ ogHuMm GSM-moaynem
[ns ycTpoiAcTB ¢ ogHuM GSM-Moaynem peannsosaH asiroputM nepeknioyeHms mexay SIM-kaptamu.

Mo npropuTeTy SIM-kapTa MOXET ObITb [/1aBHOI UM BTOPOCTENEHHON. 10 yMOYaHno rnaBHom
agnsetca SIM1. 3Ty HAcTPOKYy MOXHO M3MEHUTb B CTpoke Primary SIM.

MepekntoveHre mexay SIM-kaptamun NPONCXOANT B CNneayowmx cnyyasx:
e Ecnu rnasHasa SIM-kapTa oTcyTCTBYET (He yCTaHOB/IEHA B YCTPOICTBE)

¢ Ecnu yepes ykasaHHyto SIM-kapTy He yaanocb NOAKUMTLCS K CETU Nepefadn JaHHbIX B TEHEHUN
3aflaHHoro nHTepeasia BpemeHn Connection Timeout (sec)

e Ecnn B MOMeHT paboTbl Yepes BTOPOCTENEHHY SIM-kapTy 6bin1 AOCTUTHYT MHTEPBaUT BO3BPALLEHUS
Ha rnasHyto SIM-kapTy Return to Primary SIM (sec)

Mpu BbIGOPE OTKNOUYEHHOI SIM-KapThl B kKayecTBe Primary SIM poyTep nepektoumntcs Ha BTopyto SIM-kapTy.
Mocne 3apaHHoro npomexyTka spemeHun (Return to Primary SIM) poyTep npov3sefeT NonbITKy BEPHYTLCA
Ha rnasHyto SIM-kapTy. Ecnn coegumHeHune yepes SIM-kapTy ¢ 6051ee BbICOKMM NMPUOPUTETOM He byaeT
YCTaHOB/IEHO, POyTep NHULMUPYET nepesarpy3ky GSM-Monyns, 4To npuBedeT K 06pbIBY CBA3M.

Ansa yctpoiicte ¢ gByma GSM-moaynsamu

B poyTtepax ¢ gsyma GSM-moaynsimu Kaxkaplii Moay/ib pa6oTaeT co cBoelt SIM-kapToii He3aBUCUMO.
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B pasgene Network - Routes MOXHO yCTaHOBUTbL NPUOPUTET MapLUpyTU3aLMmn, CoriacHo KOTOPOMY B
pexume pesepsrpoBaHns (Backup) nepegaya gaHHbIx OyaeT natu B NepByto ovepenp Yyepes
NpropuUTETHYI0 SIM-KapTy Wan Apyroi [OCTYNHbIA KaHan cBA3Mn (Hanpumep, nposogHoin WAN nin Wi-
Fi).

Ecnu coegmHeHne yepes SIM-kapTy ¢ 6051€e BbICOKUM NPUOPUTETOM He YCTAHOBIEHO W AOCTUTHYT
nHTepsasn Connection Timeout (Mn B cnyvyae BKIOUEHHON NPOBEPKM COCTOSAHUS COeANHEHNS -
KO/IMYECTBO HeyAauHbIX NonbIiTok Ping Attempts f0OCTUM0 3a4aHHOr0), poyTep nHuuumnpyet
nepesarpysky coorsetcraytoLiero GSM-moayns.

B aToM c/yyae nepegaya AaHHbIX 6yeT aBToMaTMyeckn nepeksoueHa Ha SIM-kapTy ¢ 60/1ee HU3KUM
NPVOPUTETOM.

Mocne BOCCTaHOB/IEHUS NOAK/OUEHNS] MPUOPUTETHOI SIM-KapTbl Nepegaya AaHHbIX 6yAeT CHoBa
OCYLLECTB/SATLCA Uepes Hee.

Failover management (npoBepka COCTOSHUSA coefUHEeHUS)

MpeaycmoTpeHa NpoBepKa COCTOSIHKS COeAMHEHUS NPU NomoLLy oTnpaBkn ICMP-nakeToB (NM1Hra)
yKazaHHOro agpeca.

B none Ping Address yka3sbiBaeTtcs IP-agpec nnv gomeHHoe Ms cepsepa /18 NpoBepku paboTbl
coeanHeHus. MOXHO ykasaTtb HecKosbKo IP-agpecoB nnn gomeHoB yepes NMPOBE/. B none Ping
Interval 3afaetca nepuoAMyHOCTL 3anycka nuHra (B cekyHaax). B none Ping Attempts yka3sbiBaeTcs
KO/INYECTBO HeyAauHbIX NOMbITOK NOAPAL.

B MOMEHT Hauaia OTCNeXMBaHUA CoeAMHEeHMo (MapLIpyTy) NPUCBaMBAETCS MPUOPUTET MO YMOSTUYaHUIO.

YnpasneHne maplipytamu HaxoguTcs B pa3gene Network - Routes

» Ecnu nocne otnpasku ICMP-nakeTa Ha cepBep NOCTynaeT OTBET, MapLUPYT CUMTaeTcs paboTaloLLmMM.
HuKakmx [4ONOMHUTENBHBIX AEACTBUI HE MPOUCXOAUT.

e Ecnu nocne otnpasku ICMP-nakeTa Ha cepBep OTBETA HE MOCTYMNaeT, NomnbITKa cYnTaeTcs
HeyAa4HoW, HauMHaeT oTcunTbiBaTbca Ping Attempts. MapLipyT nepeBognTCs B pe3epBHbI.

o Ecnu cnegyowas nonbiTka coeguHeHns yaeT yaauHoi, MapLupyTy BO3BpaLLaeTcs UCXOAHbIN
NpPUOPUTET.

o EC/IM KONMYEeCTBO HeyaauHbIX NoMbITOK NoApsA AOCTUTHET 3a4aHHOr0, MHTepdieiic byaeTt
nepesanylleH 1 Yepes Kakoe-To Bpemsi MapLLUpyT CTapTyeT C NPUOPUTETOM N0 YMOJYAHNIO.

[nsi BKoYeHUs qoyHKLMU JOMKeEH GbITh BbiGpaH napaveTp Default Route

* Ecnu nocne nepesarpysku GSM-mMoayns coeiMHEHME BCe ellle He YCTaHOB/IEHO, NOC/e AOCTVXKEHUS
uHTepana Connection Timeout (sec) ycTpoincTBO NepekumTca Ha apyryto SIM-kapTy.

MpoBepka COCTOSIHUSI COEAVHEHNS MPELYCMOTPEHA [i/1s1 POYTEPOB KaK C OAHWM, TaK 1 ¢ AByMst GSM-
MOoZYNSAMU.
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5.2.4. Mobile APN Profiles

Paznen npeaHasHadeH Ans paboTbl ¢ SIM-kapTamy BUPTyasibHbIX ONepaTopoB.

BupTyanbHble onepaTopbl UCMO/b3YHT COTOBbIE CeT 6a30Bbix onepartopos (MeradhoH, MTC, bunaiiH,
Tene2). Ana NOAKNIOYEHNS K K&XA0W 13 6a30BbIX CETEN BUPTYa/IbHOMY OnepaTopy MOXeT
notpebosaTtbcA oTAenbHOe 3HavyeHne APN n kog MCCMNC.

3anonHATb gaHHble Mobile APN Profiles ans pa6otsl ¢ SIM-kapTamm 6a30BbIX ONepaTopoB He
Tpebyetcs.

Mobile APN Profiles

* MCCMNC APN Username Password Auth Type

- 25011 internet.yota gdata gdata CHAP W

Puc. 11. Bknagka Mobile APN Profiles

Tabnuua 14. Bknagka Mobile APN Profiles

Mone OonucaHue

Mo6unbHbIA Kog cTpaHbl (MCC) B KOMOGUHaLMKN ¢ MO6UbHBIM Kogom ceTu(MNC)

MCCMNC ABMSETCS YHUKA/IbHBIM MAEHTUINKATOPOM COTOBOI CETK

APN Vims cotoBoli cetn (APN)

Username Wms nonb3osatens ana Aoctyna B COTOBYHO CETb NpoBaiigepa
Password Maponb 4ns goctyna B COTOBYHO CETb NpoBaigepa

Auth Type Bbi6op npoTokona naeHtudmnkaumm SIM-kapTel B ceTU NpoBaligepa
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5.2.5. Loopbacks

B HeKOTOpbIX Cnyvasix HE0BXoANMMO HasHavaTb AoNoNHUTENbHbIE IP agpeca Ha nHTepdelic loopback,
[JaHHbIV pasgen npegHasHaveH 45 3Toro.

B none name BnuceiBaeTcsa nvs, B none IP — snucbiBaeTcs IP-agpec, a B nosie Mask — macka ceTtu K
KOTOpOI1 NpMHaANeXuT AaHHbIl IP-agpec.

I'Ipe,quMOTpeHa BasiMpgauma no nveHun. MimeHa, asnamwmecs CUCTEMHbIMN, 3apesepBupoBaHbl - X B
nosie name 3ajartb HeJib34.

Loopback Interfaces

* name IP Mask

- ‘ loopback |

This name is already used

Puc. 12. Bknagka Network, pasgen Loopbacks

@ [ns coxpaHeHuns BbINO/THEHHbIX HACTPOEK NCNosb3yiiTe KHOMKy Save. Mpy nepexofe Ha Apyrue cTpaHuLb
pasnernoB BCe BbINOMIHEHHbIE, HO HE COXPaHEHHbIE HACTPOWKKN ByayT cOpoLueHbI!
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5.2.6. Wireless Network

Pasgen Wireless Network Ha Bknagke Network npegHasHaueH gns HacTpoiikm napameTtpos Wi-Fi.

[JaHHblli pasgen AOCTyMNeH TO/bKO A1 POyTEPOB, KOTOPbIE NoAAepXuBatoT paboTy ¢ Wi-Fi (MmetoT
MHAOEKC "W" B Ha3BaHUM MOAENN).

[ns ycTpoiicTB, 060pyA0BaHHbIX ABYMSt Mogynamu Wi-Fi, kaxkablii U3 HUX HacTpanBaeTcs OTAE/bHO.

Ha pucyHKe Huxe npeacTasnieH NpuMep CTpaHULbl HACTPOEK.

@ [lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

Wi-Fi Interfaces

ap Enable Edit
radio0 — 2.4GHz
sta Enable Edit

radiol — 5GHz

Hide Wireless clients

Connected Signal Tx Rx
Device Station (sec) (dBm) Bytes Bytes Tx Rate Rx Rate

radio0  60:6e:e8:catbd:02 131 seconds -58[-59,-62, 4432806 472229 72.2 MBit's MCS 7 86.7 MBit's VHT-
-95, -95] short GI MCS 8 short GI
dBm VHT-NSS 1

radiol  fe:92:bf:58:b5:f9 239 seconds = -62 [-63, -77, 408637 5529571 200.0 MBit/s VHT-  130.0 MBit/s VHT-
-95, -95] MCS 9 40MHz short MCS 6 short GI
dBm GIVHT-NSS 1 VHT-NSS 2

Puc. 13. Bknagka Network, pasgen Wireless Internet

UT06bI BKOYATL MU OTK/IOYaTL paboTy poyTepa ¢ Wi-Fi mogynem Heo6xo4MMOo NOCTaBUTb U CHATb

raslouky HanpoTue nyHkTa Enable. [1na Hauana peaakTpoBaHUs HACTPOeK HEOGXOANMO HaXKaTb KHOMKY
Edit.
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Edit WiFi interface: ap (wifil)

O Access point ® STA Client O STA Bridge O Disabled
SSID Freq Country

IRZ-Router 2. 4GHz w default v
Access mode Password

Open v at least 8 characters

Connection Type

DHCP v

[ use as default route (] Use peer DNS servers

Failover management
Ping Address Ping Interval (sec) Ping Attempis

Enter address to check connec Default 30 seconds 3 by default

Close Apply changes

Puc. 14. MeHto Edit, Bknagka Network, pasgen Wireless Internet

Bbi6op pexvma paboTtbl Mogyns Wi-Fi:

¢ Access point — poyTep paboTaeT B KauecTBe TOUKM AOCTyNa 1 XAEeT NOAKNHOUYEHNS KTUEHTOB K
CBoOeil ceTu;

¢ STA Client — poyTep paboTaeT B peXXume KIMEHTCKON CTaHUuM 1 nogknoyaeTcs K BHewwHelh Wi-Fi-
ceTu, B AaHHOM pexume Wi-Fi-uHTepdheiic aBTomaTnyeckn ctaHoBUTCS ogHum n3 WAN-NopToB;

* STA Bridge — 06beguHeHne 10KaibHOW NPOBOAHOR CETU C 6eCNPOBOAHOIA;

« Disabled — oTkntoueHne Wi-Fi-mogyns.
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Access Point - pexum paboTtbl Wi-Fi-mogyns B pexnme ToUku goctyna.

Tabnuua 15. Hactpoiikn Network — Wireless Network (Pexum Access Point)

Mone

Bridge with Interface
Static IP Address

Network Mask

SSID

Channel

Hide Wireless Network

Freq

Country

Access Mode
Password

HTmode

Don’t scan for overlapping BSSs in HT40 mode

OnucaHue

CosgaHve MocTa € /IOKasTbHbIM MHTEpPdeicom
Uy cosgaHne HOBOTO NHTepdeiica.

« Mpun BbIGOpE nyHkTa LAN B HacTpolike Bridge
with Interface, Wi-Fi-nHtepdeiic poytepa dbyaet
paboTtaTb B pexume mocTta ¢ LAN-noptamu.

* MNpu BbIGOpe nyHkTa Wi-Fi B HacTpoiike Bridge
with Interface, Wi-Fi-untepdeiic 6yget
paboTaTb, Kak CaMOCTOATENbHbIN UHTEpPAIEC.
JOoCTynHble HAaCTPOIKM NPUBELEHbI HA PUCYHKE.

IP-agpec nHTepdelica poytepa
Macka ceTun nHTepcpeiica poytepa

HassaHune Wi-Fi-cetu, K koTopoii 6yayT
MOAKHYATLCA K/IMEHTI

Homep kaHana, Ha KOTOPOM A0/KHa paboTaTb
Wi-Fi-ceTb

Bk/IOUMTB/OTKTIOUNTE PAbOTy B CKPbITHOM
pexvme, To eCTb 6€3 aHOHCUPOBAHWSA CBOETO
SSID

MepekntoveHne yactoTbl paboTbl Wi-Fi mogyns
Kog cTpaHbl

Tun wndposaHna napons focTyna K
cosgaBaemoi Wi-Fi-cetn

Maponb ans gocrtyna k cosgaBaemoin Wi-Fi-cetn
Bbi6op pexunma npon3BoaUTENbHOCTHY

BK/IOUMTBL/OTK/TIIOUNTE NPOBEPKY MEePEKPLITUS C
ApyrvMK 6a30BbIMK CTaHUMAMU B pexxuve HT40
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STA Client - pexxum pa6oTbl Wi-Fi-moaynsi B peXume KmeHTa npu nogxkItoueHnn K yaasieHHoW CeTw.

Tabnuua 16. Hactpoiikn Network — Wireless Network (Pexum STA Client)

Mone

Connection Type
Static IP Address
Network Mask

Gateway

Use As Default Route

Use Peer DNS Server

SSID
Freq

Country

Access Mode

Password

OnucaHue

Bbi6op TMna coeguHeHus.

« Mpun BbIGOPE B HacTpolike Connection Type
nyHkta DHCP, poyTep 6yaeT nosy4yaTb HaCTPOWNKM
coeauHeHust ot DHCP-cepBepa CeTU K KOTOpOiA
noaknyaeTcs.

« Mpu BbIGOpE B HacTpoiike Connection Type
nyHkTa Static, poytep 6yaeT paboTtatb co
CTaTUYHLIMW HACTPOVKaMUN COeIMHEHWS, KOTOPbIe

yKasblBatoTcs B nyHkTax Static IP Address,
Network Mask 1 Gateway.

IP-agpec nHTepdelica poytepa
Macka ceTn uHTepceiica poytepa
LLno3 poyTepa

Wcnonb3oBaTb yKa3aHHble HACTPOIKM Kak
MapLpyT Mo YMO/YaHUIo

BkntoueHmne/BbIK/IHO4EHNE UCMNO/Ib30BaHNUS
BHelwHuX DNS-cepBepoB nposaligepa

HasBaHue Wi-Fi-ceTn, K KoTopoi 6yayT
NOAKMNKUATLCS KITNEHTDI

MepekntoyeHne vyactoTbl paboTbl Wi-Fi mogyns
Kog ctpaHbl (3HaueHue no ymonyaHuio - default)

Tun wudpoBaHust Nnapons fgocTyna K
cosgaBaemoli Wi-Fi-cetu

Maponb ansa goctyna kK cosgasaemoit Wi-Fi-cetn
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STA Bridge
STA Bridge - pexuvm ana 06bevHeHns 0KaibHOM NPOBOAHON ceTU ¢ 6eCnpPOBOAHON CETHIO.
Tabnuua 17. Hactpoiikn Network — Wireless Network (Pexum STA Bridge)

Mone OnucaHue

Wcnonb3oBark ykasaHHble HACTPOWKN Kak
Use As Default Route MapLUPYT MO YMOSIHAHWIO

Bk/toueHne/BbIKNIOYEHME NCMONb30BaHUA
Use Peer DNS Server BHelwHux DNS-cepBepoB nposaligepa

HassaHue Wi-Fi-ceTu, K koTopoii 6yayT

SSID NOAK/YATBLCA K/NEHTbI
Freq MepekntoyeHne yactoTbl paboTtbl Wi-Fi mogyns
Country Kog cTpaHbl (3HauyeHue no ymonyaHuio - default)

Tun wudpoBaHusi Napons fgocTyna K
Access Mode cospgaBaemoli Wi-Fi-cetu

Password Maponb ansa goctyna kK cosgasaemoit Wi-Fi-cetn

BbIGOp /TOKaIbHOM CETU C KOTOPOIA ByaeT co3aaH
MOCT. 3anpeLleHo 1Cnosb3oBaHne MHTePelicos,
Bridge With Interface KoTopble ncnonb3ytrcsa kak DHCP cepsep.

Mepep, BbiktoueHnem DHCP He 3abyabTe HacTpouTh cTaTuyeckuii IP agpec Ha yCTpocTBe, € KOTOPOro
cobupaeTechb KOHOUIypnpoBaTb poyTep.

Wnu xe HacTpolite gononHuTenbHbid VLAN B cekyun Local Networks. Bygetr Heobxogumo ykasathb IP
agpec uHTepdeiica, BaxHO ykasaTb afpec He nepecekarowmincs ¢ agpecamu us nyna Wi-Fi cetu.

Failover management (npoBepka COCTOSIHUS cOoeUHEeHUS)

MpeaycMoTpeHa NpoBepKa COCTOSHKS COeAMHEHUS NpU NomoLLy oTipaBkn ICMP-nakeToB (NM1Hra)
yKazaHHOro agpeca.

B none Ping Address yka3biBaetcs |IP-agpec unm fOMeHHoe NMs cepeepa a/1s NpoBepKX padoThl
coenHeHus. MOXHO ykasaTtb HecKosbKo IP-agpecoB nnun gomeHoB Yepes NMPOBE/. B none Ping
Interval 3aaeTca nepuoAMyHOCTL 3anycka nuHra (B cekyHaax). B none Ping Attempts yka3sbiBaeTcs
KO/INYECTBO HeyAauHbIX NOMbITOK NOAPAL.

B MOMEHT Hauyasia oTcrexmBaHusa coefnHeHnio (MapLLpyTy) NnpucBanBaeTcs NPUOPUTET MO YMOMYaHUIO.

YnpasneHve mapLipytamu Haxoautcs B pasgene Network - Routes

e Ecnn nocne otnpaskn ICMP-naketa Ha cepsep NOCTynaeT OTBET, MapLLPYT cuntaeTcs paboTaloLmm.
Hukaknx fONOMHUTENbHBIX AECTBUI HE NPOUCXOANT.
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e Ecnv nocne otnpasky ICMP-nakeTa Ha cepBep OTBETa He MOCTYNaeT, MonbITka cYnTaeTca
HeyAa4yHoW, HauMHaeT oTcunTbiBaTbCA Ping Attempts. MapLupyT nepeBoguTcs B pe3epBHbIii.

o Ecnu cneaytoLas nonbiTka coeanHeHust 6yaeT yaauHoi, MapLupyTy BO3BpalLlaeTCsl UCXOAHbII
npUopuTeET.

o EC/IM KONMYeCcTBO HeyaauHbIX NOMbITOK NoApsA AOCTUTHET 3a4aHHOr0, MHTepdelic GyaeTt
nepesanylleH 1 Yepes Kakoe-To BPpeMsi MapLUpyT CTapTyeT C NPUOPUTETOM MO YMOJTYAHWIO.

Failover management goctyneH B pexvme STA n STA Bridge ans tuna coeguHenns DHCP un Static (npu

3TOM JO/MKEH 6bIThb YKasaH Gateway). [1ns BKNOYEHNS PyHKLMN 0653aTeNIbHO AO/MKEH ObITb BbIGpaH
napametp Default Route.
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5.2.7. Routes

Pasgen Routes Ha Bknagke Network npegHasHauyeH gis HacTpoliku npuopmtetoB WAN-MOPTOB, PeXnmv
nX paboTbl U HACTPOWKN CTaTUYECKMX MapLUpyTOB. Ha prcyHke Huxe npeacTaBneH NpuMep HaCcTPOEK.

[lnsi coxpaHeHus BbINO/THEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
paszesnoB BCE BbIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

Default routes mode

Backup v
1 I 1 Wired internet (wan13)
2 1 1 | Mobile internet (siml/sim2)
3 | Interface (wifil)

Static routes

* Target Mask Gateway Interface Metric

Puc. 15. Bknagka Network, pasgen Routes

Default Routes Mode — pexvm paboTbl MHTEPGIENCOB:
* Backup — pexum pesepBrpoBaHus;
* Balance — pexum 6anaHCcnpoBKu.

B pexxume Backup poyTep pesepBupyeT NOAKII0HEHME MEXY MHTepdelicaMm B NopsaKe, yKka3saHHOM
nosib3oBaTesiemM (CM. CIMCOK noA NyHKToM Backup Ha pucyHke). C MOMOLLbIO CTPENOK T | MOXHO
nepemeLllaTs BblopaHHbIli uHTepdeic (WAN, SIM1/SIM2, TyHHeNbHble HTepdeckbl) BBEPX UMM BHU3 B
3aBMCMMOCTU OT NMPUOPUTETOB NOJb30BaTENS.

[ns KoppekTHOI paboTbl pekomeHayeTcs HacTpouTb Failover Management Ha KaxxaoM U3 nHTepdelicos.

B pexxume Balance poytep 6anaHcupyeTt ncxogsawmin tpadgmk mexay WAN-uHTepdeicamm ans
yBE/IMYEHWS NPOMNYCKHOI CMOCOBHOCTU. [JaHHbIA pPeXxnM a5 TYHHENbHbIX MHTepdeicOB HELOCTYMEH .

Static Routes

Moapasaen AN HACTPOMKN CTaTUUYECKUX MapLLIPYTOB.
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Default routes mode

Backup v
1 i | Wired internet (wan13)
2 1 1 Mobile internet (siml/sim2)
3 1 | Interface (wifil)

Static routes

@ ANIEKTPOHUKA

+

Mask Gateway Interface Metric

255.255.255.0 10.10.10.1 A 1

Save

Puc. 16. HacTpolika ctatmyeckMx MapLupyToB

Jo6aBneHre HOBOro MapLUpyTa MPOMCXOANT MO KHOMKe + («NJ0C») B NEPBOM CTON6LE Tabnmupl. A
yAaneHue MapLupyTa no KHOrMKe - («<MUHYC»), Takke B NePBOM CTON6LE, HO HANMPOTUB CTPOKN HEHYXXHOTO
MapLipyTa. HacTpoiikn MapLupyToB yka3aHbl B Tabnuue 5.12.

Tabnuua 18. HacTpoiiku MapLipyToB

Mone

Target

Mask

Gateway

Interface

Metric

OnucaHue

IP-agpec nnu noaceTb HazHauYeHUs MapLupyTa
Macka cetu

IP-agpec wnto3a mapLupyTa

Bbl6op nHTepdeiica, Yepes KOTopbIli ByaeT paboTartb MapLUpyT
(HeobGsA3aTenbHoe none)

UucnoBoii nokaszarenb, 3a4atoLyii NpeanoUTUTeNIbHOCTL MapLpyTa. Yem
MeHbLLe uncno, TeM 6osiee NpeanoUTMTeNeH MapLUpyT (Heo6si3aTenbHOe Mnone)
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5.2.8. Dynamic Routes (QUAGGA)

WHcTpymeHTOM ANns paboThl ¢ AMHAMUYECKOl MapLupyTusaumeli Ha poytepax iRZ aBnsieTcs naket
Quagga. Nogaepxmsaemble NpPoTokosbl - BGP, OSPF.

Ha poyTtepax iRZ cepum R4 n R50 guHamuyeckas mapLupytTmsaumnsa gOCTynHa no ymonyaHuo. Ha
poyTepax iRZ cepun RO n R2 TpebyeTcs ycTaHOBKa [0NOHUTENbHbIX NakeToB.

TpebyeTcsa Bepcus npowwmsku 20.1 1 BbILLE.

HaunHas ¢ Bepcum npowwmBkmn 20.6 ans poytepos cepun RO 1 R2 peannsoBaHa paboTa ¢ guHaMUYeCcKoi
MapLupyTM3auunen yepes Beb-nHTepeiic. Ha ctpaHuue Network - Dynamic Routes pacrnonoxeHa
CCbl/IKa A/151 CKa4yMBaHMA apxmnBa NakeToB, KOTOpPble TPebyeTcs yCTaHOBUTD.

Additional packages are required

Downloads:
guagga-0_99-v20_6.zip (RO/R2)

Puc. 17. CtpaHunua 3arpysku naketos Ansa poyrtepa cepum R2

Moapo6Hee 0 TOM, Kak ycTaHaB/MMBaTh NakeTbl, MOXHO NpounTaTh B pasaesne Tools - Management.

BaxHo ycTaHaBnuBartb NakeTbl B TOM NOpsaiKe, B KOTOPOM OHW PacrosIoXKeHbI.

Mocne ycTaHOBKM NOMb30BaTEN0 CTAHOBUTCA AOCTYMNeEH Be6-nHTepdeiic, B KOTOPOM NPeACcTaBeHbI
cnyx6bl BGPD — gemoH npotokona bgp, OSPF6D — gemoH npotokona OSPFv3 ans IPv6, OSPFD —
AeMoH npoTtokona OSPFv2. MNMone ZEBRA npegHasHavyeHo A/1s HaCTPOWKM 6a30BOro sagpa Zebra.

[N HACTPOWKK CNYX6bl HYXKHO OTMETUTL COOTBETCTBYIOLLIEE TEKCTOBOE NOJE YeK60KCOM U 3aMo/THUTh
€ro C CMo/Ib30BaHNEM CUHTaKcKca dhaiina KoHdurypaumu.

MpyMep HacTPOeK NPUBELEH Ha PUCYHKE.

[nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEeHHbIe HACTPOIKM GyayT COPOLLEHDI!
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PyKoBOACTBO N0 HaCTpoOiike poyTepos iRZ BcTpoeHHoe MO Bepcun @ INEKTPOHUKA
20.8

O BGPD

password zebra
!
access-list vty permit 127.0.0.0/8

access-list vy deny any
]

line vty

access-class vty

O OSPF6D

password zebra

!

access-list viy permit 127.0.0.0/8
access-list viy deny any

1

line vty

access-class vty

O OSPFD

password zebra

1

access-list vty permit 127.0.0.0/8
access-list vty deny any

1

line vty

access-class vty

O ZEBRA

password zebra

1

access-list viy permit 127.0.0.0/8
access-list vty deny any

1

line vty

access-class vy

Save

Puc. 18. MNprmep HaACTPOWKKN AMHAMUYECKOV MapLupyTu3auum no npotokonam: BGP, OSPF
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5.2.9. DNS Servers

Pa3gen DNS Servers Ha Bknagke Network npegHasHaueH gns ykasaHus agpecos DNS-cepsepos. Ha
puUcyHKe npeacTasfieH NpUMep HaCTPOeK C ABYMS agpecamMu.

[lnsi coxpaHeHUsi BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/HEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOpOLLEHbI!

DNS servers
7788838 Remove
8838 Remove

Puc. 19. Bknagka Network, pazgen DNS Servers

UT06bI 06aBUTb HOBbIN agpec Haxmute kHonky Add 1 snmwnTte IP-agpec DNS-cepsepa B
nosisuBLUeecs none. Ytobbl yAaMTb OGUH U3 apecoB, HAXXMUTE KHOMKY Remove HanpoTus noss
agpeca, KoTopblii HE0OX0AVMO YA UTb.
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Pasgen Switch Ha Bknagke Network npegHasHaveH gns ynpasneHus Ethernet-noptamu poytepa (LAN

n WAN).

Ha pucyHke npeacTaBneH NpMMep HacTPOiK/ NopToB poyTepa iRZ cepun R4.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pa3fesnoB BCE BbIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

PORT1

PORT2

PORT3

PORT4

Enable Speed Duplex Status
auto N4 Full W link:up speed:100baseT full-duplex
auto W Full v link:down
auto ~ Full ' link:down
auto W Full v link:down

Puc. 20. Bknagka Network, pasgen Switch

Tabnuua 19. HacTpoiikn MmapLipyToB

Mone

Enable

Speed

Duplex

Status

OonucaHue
BkntoyeHune/BbIk0YEHNE paboThl nopTa

Bbi6op ckopocTu paboTbl nopTa: Auto (BbI6Op CKOPOCTK ycTpoiicTBoM), 10, 100,
1000 MéuT/c

Bbi60op pexvva paboTbl nopra:
* Full - nepegaya v npvem faHHbIX O4HOBPEMEHHO;

» Half — nepegaya v npmem JaHHbIX MO o4Yepeau.

WMHbopmauys o paboTe kaxaoro nopra
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5.3. Pasgen VPNI/Tunnels

Moapo6Hy0 NHPOPMALMIO O TYHHENSIX U X HACTOWKE MOXHO MPOYNTaTb B OTAE/TbHOM JOKYMEHTE
"PYKOBO/ACTBO MNMOJIb3OBATE/IAA. HacTpolika TyHHesnel Ha poyTepax iRZ" Ha caiiTe
www.radiofid.ru
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@ ANIEKTPOHUKA

5.4. Pa3gen «Services»
5.4.1. DHCP

Pasgen DHCP Ha Bknagke Services npegHasHayeH g5 ynpasneHns DHCP-cepsepoM. Ha pucyHke
npeactasneH npumep HacTpoikn DHCP-cepsepa.

@ [nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp
pa3fesnoB BCE BbIMO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM 6yayT c6pOLLEHbI!

Enable DHCP server

Local Interface Pool Start Pool Size

lan w 100 150

Static Leases

Hostname MAC Address IP
Leases
Host IP MAC Address Client ID Expiry Time
SU0000T 192 168.1.208 ef:40-f2:10:4c:h8 01:28:40-f2:10-4c:b8 2022-01-19 00:42:17

Puc. 21. Bknagka Services, pasgen DHCP

UT06bI BKNtoUnTE DHCP-CcepBep noctasbTe ranovky Hanpotus Enable DHCP Server n ykaxuTe
HacTpolikM gNs ero pa6oTsbl.
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Tabnuua 20. Hactpoiikn DHCP

Mone OnucaHue

Bbi6op nHTepdeiica Ha koTopom byaet pabotatb DHCP-cepsep: LAN, LAN1,
Wi-Fi (koimuecTBO NOPTOB Ha BbIGOP 3aBUCUT OT HACTPOEK SI0KaSIbHON ceTu
Local Interface poyTepa n HacTpoek Wi-Fi)

AZpec, C KOTOpPOro Ha4YHeTCAa AvanasoH pasgaBaeMblxX agpecos. Hanpumep, ans

yKasaHusa ananasoHa c agpeca 192.168.1.100 (rae, Hanpumep, 192.168.1.0 —

ajpec ceTu, B KOTOPOI paboTaeT yCTPOMCTBO) U Bbille, HEO6XOAUMO YKa3aTb
Pool Start 3HayeHune yeTBepToli cekuyum (100)

Pa3mep pasgasaemMoro agpecHoro npoctpaHcTea. Hanpumep, npu Pool Start =
100 HeobxoaMMO pa3gath agpeca ¢ 192.168.1.100 no 192.168.1.250 (150

Pool Size ajpecos), Torga HeobxoanuMo ykasaTtb 3HadeHne 150.
Static Leases MpuBA3ska IP-agpeca k onpeaeneHHoOMy CETEBOMY YCTPOICTBY
Hostname Vims ycTpolicTBa (Npon3BobHO, Ha BbIGOP NO/b30BaTess)

MAC-agpec, no KOTOpOMY UAeHTUhMLMPYETCSA YCTPOINCTBO 1 Ha3HavaeTcs |P-
MAC Address agpec

P IP-agpec, KoTopblli Ha3HavaeTcs npu naeHTudunkaunm MAC-agpeca

[Job6aBneHne HOBOro agpeca B nogpasaen Static Leases npomcxoguT No KHomMke + («M/itoc») B NepBoM
cTon6ue Tabnuubl. A yaaneHue agpeca rno KHormke - («<MUHYC»), Takke B NepBom cTon6Le, HO HaNpoTUB
CTPOKM HEHYXHOro agpeca. OnuncaHus napameTpoB yKasaHbl B TabnuLE Bbille.

Static Leases

Hostname MAC Address IP

- debian FF:FF:FF:FF:FF:FF 192.168.1.3

Puc. 22. YkasaHune IP-afpecos BpyUHyHo
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Moppasnen Leases npefHasHavyeH Ans npeactasnieHns HGopMaLmmn o BblaHHbIX IP-agpecax
KneHTam ot BCTpoeHHoro DHCP-cepBepa poyTtepa, ecnv oH BK/IKOYEH. Ha pucyHKe npeacTaB/ieH
npumMep cTpaHuLbl.

Host IP MAC Address Client ID Expiry Time

SU00007 192.168.1.208 ES:40:F2:10:4C:B8 01:28:40:f2:10:4c:b3
Puc. 23. Bknagka Tools, pasgen DHCP Leases

Tabnuuya 21. NHopmaunsa o DHCP Leases

Mone OnucaHue

Host Mma xocTa

IP BblgaHHbI IP-aapec xocTy

MAC Address MAC-agpec faHHOro KnueHTta

Client ID M AeHTNNKALMOHHBIA HOMEp KNMeHTa

[arta n Bpems, nocsie KOTOPoro y K/IMeHTa NCTekaeT akTyas/lbHOCTb BblAaHHOIO
Expiry Time cepsepom IP-agpeca
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5.4.2. MAC Filter

Pasgen MAC Filter Ha Bknagke Services npegHasHa4vyeH A/1a yCTaHOBKU W HACTPOlikn hmunstpa no MAC-

agpecam To/bKO A/1s1 poyTepoB ¢ mogynem Wi-Fi. Ha pucyHke npegcTtaBieH npyMep HacTPOikn
dunbTpa.

@ [lnsi coxpaHeHUs BbINMO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLp
pasfesnoB BCE BLIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOIiKM ByayT cOPOLLEHbI!

Enable MAC Filter
Filter Mode

@ Black list 7 White list
MAC list

Comment MAC

- Motebook Aser 51 00:0c:35:1a:18:11

Puc. 24. Bknagka Services, pasgen MAC Filter

UTo6bl 3aaeiicTBoBaTb OUNLTP, NOCTaBbTe rasiouky Hanpotie Enable MAC Filter. Janee Heobxoanmo

OyAeT BblbpaTh NPUHLMM, NO KOTOPOMY ByaeT paboTaTb ounbTpaums, BbibpaB 04HO U3 3HAYEHUI B
nogpasgene Filter Mode:

* Black List — agpeca, ykasaHHble B Tabnmue MAC List 6yayT 6110KMpoBaTbCs, CO BCEMU OCTas/IbHbIMU
agpecamu pabota 6yaeT paspeLleHa;

* White List — pa6oTta c agpecamu, ykazaHHbIM1 B Tabnimue MAC List 6yneT paspelueHa, Bce
ocTasibHble agpeca 6yayT 6/10KMpoBaThbCS.

[obasneHne HoBoro agpeca B Tabnuue MAC List npomMcxoanT no KHOMKe + («nac») B NepBoM CToN6LE
Tabnuubl. A yaaneHue ajgpeca rno KHomMke - («<MUHYC»), Takke B NepBOM CTON6LIE, HO HANPOTUB CTPOKM

HeHyXHoro agpeca. MAC-agpec Heobxoanmo BnvckiBaTh B nosie MAC, a nosie Comment cnyxuTt ans
KOMMEHTapueB.
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5.4.3. Firewall

Paspgen Firewall Ha Bknagke Services npegHasHadeH A1s HaCTPOMKM MEXCETEBOrO 3KkpaHa
(chaiiponna). Hactpolikn pa3duTsl Ha nATb noarpynn: Default Actions, Zones list, Allowed forwards,
User Firewall Rules, Firewall. Ha p1cyHke Hmxe npeacTtaBneH npuMep CTaH4apTHOM HACTPOKM
MEXCETEBOrO 3KpaHa.

[nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp
pasfenoB BCE BbIMO/IHEHHbIE, HO HE COXPaHEHHbIe HACTPOIKM GyayT COPOLLEHBI!

Default Actions
Zones list

Allowed forwards
User Firewall Rules
Firewall

+ .
Firewall Rules

Allow-DHCP-Renew

wan —
Edit
UDP protocol ACCEPT -
_ | Allow-Ping .
wan —
Edit
ICMP protocal ACCEPT -
B Unnamed .
wan —
Edit

TCP protocol ACCEPT

Puc. 25. Bknagka Services, pasgen Firewall

Default Actions

Moarpynna HacTpoek Default Actions onpegenset rno6asbHble YCTaHOBKU (haiipBosa, KoTopble He
NpuYHaZ/Iexar KakuM-/In60 KOHKPETHLIM 30HaM.

Bb160p r1106@a/1bHbIX YCTAHOBOK OCYLLECTBANETCH COOTBETCTBEHHBIM BbIGOPOM B HEOOXOAMMOM Nose.
Moneii Tpu : Input — oTBEYAET 3a AECTBUS HaA BXOAALWMM TpadhmkoMm AaHHbIX; Output — oTBeYaeT 3a

OencTBuUa Hag, ncxogawmm Tpadmkom AaHHblx; Forward — oTBeyaeT 3a AeliCTBUS Ha NPOXOAALLUM
yepes firewall Tpacmkom faHHBIX.

HacTpoiiku no ymon4aHuto gaHHoM ceKkuum NpeacTaB/eHbl HA PUCYHKE HUXKE.
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Default Actions

Input Output Forward

REJECT i ACCEPT v REJECT i

Puc. 26. Bknagka Services, pasgen Firewall, HacTpoliku Default Actions

Zones List

Moarpynna HacTpoek Zones List oTBeyaeT 3a pa3bueHne Ha 30Hbl, B KOTOPbIX MOXHO 06bEANHATD
nHTepdpeicbl Mexay coboi 1 HasHavyaTb NpaBu/ia 415 BXOAALLETO, MCXOASLLEro U nepeHanpasnsemMoro
Tpadmka. BbI6Op HECKOMBKNX MHTEPAIENCOB B O4HOW 30HE OCYLLECTBASIETCSA C MOMOLLbIO 3aXaToW
knaeuwwm Ctrl. lobaBneHne nNpaBuna OCYLLECTBASETCA NOCPEACTBOM KHOMKK + («M/IHOC»), a yaaneHne —
KHOMKOW - («MUHYC»). HacTpOiKM 30H NpeAcTaB/eHbl B TaGNNLE HUXE.

Tabnuua 22. HacTpoiikv npasun A/1s 30H

Mone OnucaHue
Zone Name ims 30HbI (MO ymonyaHuto, ae 30Hbl — LAN 1 WAN)
Interfaces Bbi6op MHTepdelicoB poyTepa, KoTopble ByayT BXOAUTb B 30HY

Bribop geiictBus gns Bxogdawero Tpaduka: Accept — npvHumarth, Reject —
Input OTK/0HATb, Drop — oT6pacbkiBaTthb, Notrack — He oTcniexuBarh.

Bbi6op geiicTBus gns ucxogsiwero tpadmka: Accept — npyuHumarts, Reject
Output — OTKNOHATL, Drop — oT6pacsiBath, Notrack — He oTcnexuBaTsb.

Bbibop AelicTBust g5 nepeHanpasnsiemoro Tpagvka: Accept — npuHUMaTh,
Forward Reject — oTkNoHATL, Drop — oT6packiBath, Notrack — He oTcnexuearhb.

BktoueHne/BbIKNIOYEHNE MACKMPOBKN Tpadimka, TO eCTb paboTbl CNYXObI
Masquerade NAT
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ACCEF w

ACCEPT
REJECT

DROP
NOTRACK

Puc. 27. BapwaHT Bblbopa feincteuii Ansa tpadmka

Zones list

MTU

+ Zone name Interfaces Input Output Forward MASQ Fix

- lan :UUFhECk ACCEF w ACCEF ~ ACCEF w ] O
an
sim1
sim2 -

o

- wan lan “ REJECT ACCEF ~ REJECT w
sim1
sim2
wifi

Puc. 28. Bknagka Services, pasgen Firewall, HacTpoliku Zones List

Allowed Forwards

Moarpynna HacTpoek Allowed Forwards oTBeyaeT 3a KOHTPONb Tpaurka mexay 30Hamu, KoTopble
co3pgatoTcs B nogrpynne Zone List.

MOXHO paspelunTb NnepeHanpasneHe Tpaduka oT 04HOro UHTepdelica K Apyromy, ecnv pacnpenenvrb
3TN nHTepdeickl B pas3nnyHble 30Hbl. Hanprumep, B HacTpoikax Ha pucyHke B 30Hy LAN BxoasaT
nHTepgoeicol LAN, a B 30Hy WAN — SIM1, SIM2. MNMpasuno «LAN - WAN>» o3Ha4yaeT, 4To Tpadiuk
nHTepgeiicos LAN (nokanbHble NOPTbI) pa3peLleHo nepeHanpasnsaTb Ha MHTepdeiicbl SIM-kapT. 3710
npasBunIo Co34aHo No YMOSYaHuIo, 1 ecnu ero ybpartb, To nepegaya Tpaduka oT SI0KasbHbIX MOPTOB B
30HYy WAN cTaHeT HEBO3MOXHOIA.

[o6aBneHvie NpaBun OCYLLECTB/ISETCA NOCPEACTBOM KHOMKM + («MNJIH0C»), @ YAasieHNne — KHOMKOA -
(«MmMHyC»). HacTpoiikin npaeun npeacTas/eHbl B TabMLEe HUXE.

Allowed forwards

Source Destination

- lan w wan ~

Puc. 29. Hactpoliikn Allowed Forwards
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Tabnuua 23. HacTpoiikv npaBu 4s1s Hanpas/ieHWuin

Mone OnucaHue

Bbi6op nHTepdieiica, KOTopbI ByaeT ABATLCS
Source WCTOYHMKOM Tpacpmka

Bbi6op MHTepdielica, KOTOpbIA ByaeT NPUEMHUKOM
Destination Tpadmka

User Firewall Rules

Moarpynna HacTpoek User Firewall Rules npegHa3HaueHa A5 BHECEHUS LiernoYek npaewa B popmare
iptables. Ha prcyHKke HWXe NpeacTaB/eH NPUMep HaCcTPOKM NpaBusa, NO3BO/ISOLLEN0 OTKPbITb AOCTYN
K web nHTepdoeiicy poytepa co ctopoHbl WAN 30HbI. [MpaBuia NULLYTCS ¢ KNaBmaTypbl B IEBOE MoJie
HacTpoek. [laHHoe nosie MOXHO YBe/MunBaTh B pasmepax, NoTsHYB 3a HVKHWIA NpaBblii yros nons.
CnpaBa OT Mo/t HACTPOEK eCTb MHIDOPMALMOHHAs Tabnnuka ykasaHusM KOTopoii cneayet
PYKOBOACTBOBATLCA MPU HANMCaHUN COBCTBEHHBIX Lienovek npasuil.

User Firewall Rules

# This file is interpreted as shell SCFiFIT. Please use follow custom chains:
# Put your custom iptables rules here, they will

# be exscuted with 2ach firewall {re-)start. e )
- prerouting_rule for PREROUTING rules
. . - postrouting_rule for POSTROUTING rules
# Internal uci firewall chains are flushed and recreated on reload, so
# put custom rules into the root chains e.g. INPUT or FORWARD or "filter” table:
into the - ipput_rule for INPUT rules

- output_rule for OUTPUT rules

# special user chains, e.g. input_wan_rule or postrouting_lan_rule. ; :
- - - - - forward_rule for FORWARD rules

Pg

Puc. 30. Bknagka Services, pasgen Firewall, Hactpoliku User Firewall Rules

Firewall

Mopgrpynna HacTpoek Firewall oTBevaeT 3a co3gaHue npasus 418 MeXCeTeBoro akpaHa. Npasuna
3aalTcs 4519 ceTeBbIX MPOTOKO/I0B U MHTepdheiicoB. HanprMep, ykasbiBaeTcs HarnpaB/ieHne ABWKEHUS
yepes nHTepdeiickl — «wan(all:all) — (all:68)» (Bce agpeca n nopTbl OT 30HLI WAN Ha BCe OCTasIbHblE
agpeca c noptom 68), npotokon — UDP, u aelictBune — «Accept» (NnpuHMMaTh 1 obpabaTbiBaTb).

Joo6aeneHrie npaBu OCYLLECTB/ISIETCS NOCPEACTBOM KHOMKM + («MJIH0C»), @ YAa/IEHNe — KHOMKOWA -
(«MuHyC»). [Ins pefakTpoBaHNUs NpaBu UCMOMb3YeTCs KHomnka «Edit» HaNpoTYB COOTBETCTBYIOLLETNO
npasuna. ViameHeHne npuopmTeTa NpaBusl, TO eCTb NOMOXEHNE B O4YEPEAU BbINOSIHEHNWS, TAe cHa4ana
BbINOJTHAOTCSA «BEPXHME» MPaBUsa, OCYLLECTBAETCS C MOMOLLI CTPEOK 1 |
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Firewall

* Firewall Rules

Allow-DHCP-Renew
wan —

Edit
UDP protocol ACCEPT -
Allow-Ping
wan —

Edit
ICMP protocel ACCEPT M

Auto-OpenVPN-access

—

Edit
UDP protocol ACCEPT -

Auto-GRE-access

—

Edit

GRE protocol ACCEPT

Puc. 31. Hactpoliku Firewall

Mo ymonyaHuio poyTtep Bce Bxoasiwue nogkitoveHns ¢ WAN-uHTepdeiicoB 6noKMpyeT, MO3TOMY B
pasgene yxe npucytcTeyeT Asa npasuna «Allow-DHCP-Renew» 1 «Allow-Ping». lNepBoe npasunio
No3BO/IAET NosyyaTb poyTepy agpeca ot BHewHero DHCP-cepBepa, a BTOpoe M0o3BOJIAET NPOBEPATh
poyTep Ha AOCTYNHOCTb U3 BHELLHE CeT! NOCpeAcTBOM ping-3anpocos.

Mpun o6aBneHn HOBOO NpPaBusia UK PefAKTUPOBAHNN YXKE CYLLIECTBYIOLLErO NPaBusia, HacTPOKK
OTKPbLIBAOTCA B HOBOM OKHE.

Edit firewall rule: Allow-DHCP-Renew

Name

Allow-DHCP-Renaw

Source

Zone IP Port
wan v 0.0.0.0/0
Destination
Zone IP Port
Any v 0.0.0.0/0 68
Protocol Target
udp v ACCEPT ~

Puc. 32. PegaktnpoBaHue npasuna Firewall
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Tabnuua 24. HacTpoiikn npaBus Ans MeXceTeBoro akpaHa

Mone

Name

Source

Destination

Zone

Port

Protocol

Target

OnucaHue

HasBaHuve npasuia (Mpon3BO/IbHOE UMS Ha BbIOOP Nosb30BaTesis)
Mopgpasnen, KOTopbIil OTBEYAET 3a HACTPOIKY UCTOYHUKA Tpadnka
Moapasnen, KOTopbI OTBEYAET 3a HACTPOIiKy NpMeMHMKa Tpadmka
BbI60p 30HbI, 47151 KOTOPOI co3gaeTca NpaBwuio. Any — nitobast 30Ha

Beog avanasoHa IP-apecoB, Ha KOTOpble ByAeT pacnpocTpaHAaTCA NpaBuo.
Appeca BBogsaTcs B hopmate «0.0.0.0/0», B KOTOPOM, Hanpumep,
«192.168.0.25/150» 03Ha4aeT, YTO NPaBW/IO pacnpocTpaHsaeTcsa Ha Anana3oH
afgpecos o1 192.168.0.25 g0 192.168.0.150. Ecniv 3HayeHne He yKasbiBaTb, TO
npasuno pacnpocTpaHsieTcs Ha nboin agpec

BBog nopTa, Ha KoTopblit 6yaeT pacnpocTpaHsaTbesa NpaBuno. Ecnv 3HaveHne He
yKasblBaTb, TO NPaBW/IO PacnpocTpaHsieTcs Ha /ito6oli nopT

BbI60p NPOTOKO/A, Ha KOTOPbLIN ByAeT pacnpocTpaHsaTbLCsA NpaBuio

Bbi6op pgelicteusa gns Tpacmka: Accept — npuHumMats, Reject — oTk1oHATL, Drop
— ot6pacbiBatb, Notrack — He oTtcnexmsarb, DSCP — mapkupoBaTb Tpaduk gns
TOro YTO6bLI K HEMY MOXHO NpUMeHATL Npasuia QoS (pasaen Services —
Queues)

Mocne BbINOMHEHUST HACTPOWKM, YTOBLI COXPaHUTL BHECEHHbLIE U3MEHEHUS], HAXXMITE KHOMKY Save Changes.
UT06bI 3aKPbITb OKHO 6E3 COXPAHEHWSI U3MEHEHWIA, HAaXMUTE KHOTKy Close.
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HacTtpoiika QoS

[na paboTel ¢ QoS B noarpynne HacTpoek Firewall HacTpavBaeTcs HanpasneHve u npasunia
MapKMpoBKuM Tpaduka. [1s 3Toro nocsie 3anosIHEHNS OCHOBHBbIX MOJEN HYXHO B pasgene Target
Bbl6paTb DSCP 1 3aTeM B BbinagatoLlem meHto ykazaTtb DSCP Mark

DSCP Mark

OnpegeneHo Tpu knacca DSCP mapkupoBku: no Bo3moxHocTtu (BE - best effort unn DSCP 0), cpoyuHas
poctaBska (EF - Expedited Forwarding), rapaHTupoBaHHas foctaBka (AF - Assured Forwarding).

[ns rapaHTupoBaHHOI aoctaBku (AF) onpefeneHo yeTbipe knacca. OHW HaunHawTea ¢ AF u aanee age
undpsl. Mepeas undpa onpegensiet AF knacc 1 NpMHUMaET 3HavyeHus oT 1 ao 4. Bropas undpa
onpefensieT ypoBeHb BEPOSATHOCTM cOpoca nakeTa B npefesnax Kaxaoro kiacca v npuHMMaeT 3HadeHus
oT 1 (MUHMMasIbHasa BEPOATHOCTL cbpoca) Ao 3 (MakcMmasibHas BEPOSATHOCTbL COpoca).

B foNoNHeHre K 3TM TpeM OnpeeieHHbIM KlaccaM CyLLeCTBYIOT KOAbI CenekTopa knaccoB (class
selector code points), KoTopble 06paTHO coBMecTUMbI € IPP (CS1-CS7 naeHTnYHbI 3HaYeHnsm 1-7 IPP).

Tabnuua 25. Kogbl cenektopa knaccos (class selector code points) gna DSCP

Class selector name IP Precedence name
Default / CSO Routine

Cs1 Priority

Cs2 Immediate

Cs3 Flash

CS4 Flash Override

CS5 Critic/Critical

CsS6 Internetwork Control
Cs7 Network Control

[Janee B pa3gene Services — Queues He0OX0AMMO HACTPOUTL UHTEPAIENC 1 NPaBW/Io, N0 KOTOPOMY
6ynet obpabaTtbiBaTbCs NcxoasaLwmii Tpadmk ¢ 3agaHHOro UHTepdeiica.

Mocne BbINOMHEHMS HACTPOIKU, YTOGbI COXPaHUTb BHECEHHbIE U3MEHEHUS, HAXXMUTE KHOMKY Save Changes.
UT06bI 3aKpbITb OKHO 6€3 COXpPaHEeHNs1 U3MEHEHWI, HaxxmuTe kHonky Close.
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5.4.4. Port Forwarding

Pazgen Port Forwarding Ha Bk/lafke Services npefHasHaueH [i/1s HACTPOIKK Npo6poca NopToB Co
cTopoHbl WAN-MHTepdeiica Ha fokasbHble NopTbl poyTepa. Ha pucyHke npeacTasfieH npumep

HaCTPOWKMN.

[Jo6asnieHne npasun Npobpoca OCyLLECTBIAETCA NOCPECTBOM KHOMKY + («MJIH0C»), a yaaneHme —
KHOMKOW - («<MUHYC»).

[na coxpaHeHns BbINOMIHEHHbLIX HACTPOEK UCMO/b3YITEe KHOMKY Save. Mpu nepexoge Ha Apyrve CTpaHuupbl
pa3faenoB BCe BbIMNO/THEHHbIE, HO HE COXPaHEHHbIE HACTPOMKM ByayT COPOLLEHbI!

From

wan

To

lan

Src Address Src Port Protocol
TCP v Delete
Dst Address Dst Port Comment

Puc. 33. Bknagka Services, pasgen Port Forwarding

Tabnumua 26. HacTpoiikv npaeua npo6poca NopToB

Mone

From

Src Address

Src Port

Protocol

To

Dst Address

Dst Port

Comment

OnucaHue
Bbi6op 13 Kakoii 30HbI Firewall 6yaeT ocyLlecTBAsTLCS Npo6Gpoc

YkasblBaeTcs oguH IP agpec, ¢ KoToporo 6yAeT paspeLleHo NoAKIoUeHne K
JaHHOMY nopTy. Ecnu orpaHnumBaTh AOCTYN K NOPTY HEOGXOAMMOCTU HET —
nose cneayert oCTaBUTb MYCThIM

MopT NCTOUHKKA TpaduKa, KOTOPbIA «NPOCYLIMBAET» POYTEP Ha MOMbITKA
YCTaHOBKM COeMHEeHUs

Bbl6op npoTokona, Ha KoTopbIi 6yAeT pacnpocTpaHaTbes npasuno: TCP, UDP,
TCP/UDP (06a npotokona) nnn ALL (npegHasHayeH gnsa opraHnsaunm DMZ
30Hbl)

Bbi6op B Kakyto 30Hy Firewall 6yner ocyLecTBnATLCA Npobpoc

BBog, IP-afpeca npvemHuka Tpadomka, Ha KOTopblii poyTep 6yaeT nepecbinatb
nakeTbl

MopT NpMemMHMKa Tpadgvika, Ha KOTopbIii poyTep GyAeT nepecblsiaTh NakeTbl

Mone gna kommeHTapus
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5.4.5. VRRP

@ ANIEKTPOHUKA

Pasgen VRRP Ha Bkiagke Services npegHasHavyeH Anasi HacTpokm ceteBoro npotokona VRRP,
NPUMEHSAEMbIR ANS yBeNMYeHNs 4OCTYNHOCTU MapLUpYTU3aTOPOB, BbIMOMHAOWMX PoSib LW/I3a No

yMO4YaHUIo.

Mo cyTun, co3gaerca OAUH BUPTYaslbHbIN MapLupyTm3aTop (poyTep) Ha 6a3e HECKOMBbKMX hM3NYECKnNX
poyTepoB, 419 KOTOPbIX HA3HAYaeTCs OAMH 0bwnid IP-aapec, NCnonb3yemblid, Kak L3 Mo yMoNYaHuio
[ONS KOMMbIOTEPOB B ceTu. MpenmyLLecTBo BUPTyaslbHOro MapLupyTM3aTtopa B 60/bLuell HagexHoOCTH
y3na, Befib €C/iM OfMH U3 poyTepoB BbIAAET U3 CTPOS, Y3eN Ha 6a3e BUPTyabHOro MapLupyTmM3aTopa
NPOAOC/IXNUT RYHKUMOHMpPOBAaTb. Ha pucyHke npeacTasneH npumep HacTpolikn VRRP.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOpOLLEHbI!

Enable VRRP

Interface

lan

Virtual IP Address
192.168.1.200

Virtual Server 1D (1-2535)

123

Virtual MAC

Do not set v

Check Interval (sec)

30

Priority (1-255)
20

Puc. 34. Bknagka Services, pasgen VRRP

Uto6bl BKNoUMTb VRRP, noctaBbTe rasiouky Hanpotue Enable VRRP 1 3agaiiTe COOTBETCTBYHOLLME

HaCTPOKN.

Tabnuua 27. HacTpoiikvi npasun npobpoca nopToB

Mone

Interface

Virtual IP Address

Check Interval (sec)

Router ID

OnucaHue

Bbi6op nHTepdeiica, yepes KOTopbln byaeT
pa6boTtatb VRRP. None — H14ero He Ucnosib30Batb
nnn LAN — yepes lan noptbl

IP-agpec, KoTopbIii 6yAeT NCnosib3oBaTbCs A
BUPTYasIbHOIO MapLupyTm3aTopa

WHTepBan BpeMEHW B CEKYHaX, Yepes KOoTopblit
6yAeT NPoBePsiTbCA [OCTYNMHOCTL Master-
mapLipyTusaropa

LincppoBoii naeHTudmkaTop poytepa, 3HaueHne
oT «1» A0 «255»
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Tabnuua 27. HacTpoliku npasua npobpoca nopTos

Priority

MpropuTeT BUPTYaUIbHOrO MapLupyTU3aTopa,
KOTOpbIA OTNPaBAseT NakeT, 3Ha4YeHne oT «1» Ao
«255». Uem 60nbLie uncpa, TeM Bbille
npuoputeT (255 — Master, 1-254 — ocTaibHble
MapLupyTusaTopsl, 0 — Bbixog Master-
MapLupyTusaTopa U3 rpynnbl)
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5.4.6. Network Time Protocol

Pasgen Network Time Protocol Ha Bknagke Services npegHasHavyeH A1 HaCTPOMKM TEKYLLEro
BPEMEHW Ha ycTpoiicTee. B none Time Source (MCTOYHMK AaHHbIX O BPEMEHW) MO3BOJSET BblOpaTh
€noco6 yCTaHOBKM TEKYLLETO BPEMEHMW:

¢ NTP — aBTOMaTUYECKMNIA PEXMM, B KOTOPOM YCTPOICTBO ByAET Nnonyyatb AaHHbIE O TEKYLLEM
BpeMeHU OT BHeLHNX cepBepoB — NTP;

e Manual — ycTaHOBKa BpEMEHW B PyYHOM PEXMME, HAa OCHOBE AaHHbIX, BHECEHHbIX NO/Ib30BaTENEM.

Ecnu B none Time Source BbiGpaH pexum Manual, To 415 HACTPOKM BpeMeHn Heobx0AMMO BHECTM
JaHHble B COOTBETCTBYOLWWME nons: rog (none Year), mecsy, (Month), neHs (Day), yac (Hour), muHyTa
(Minute), yacoBoli nosic (Time Zone).

Ha pucyHKe Hxe npeacTaBneH NpUMep HACcTPOVKM BPEMEHU B PYUYHOM pPeEXUME.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexose Ha Apyrve CTpaHuLb
pasfenoB BCE BbIMNOHEHHbIE, HO HE COXPAHEHHbIEe HACTPOWKM GyayT COPOLLEHBI!

Time Source

Manual v
Year Month Day Hour Minute
2021 03 02 1 53
Time Zone
GMT-12 v

Puc. 35. HacTtpolika BpeMeH/ B py4YHOM pexriMe

Ecnu B none Time Source Bbi6paH pexum NTP, To 4151 HACTPOiKM BpeMeHN Heobxoaumo ykasarthb |P-
ajpeca Wiv JOMeHHble MeHa An1a ABYX BHelWwHX NTP-cepBepoB, C KOTOpbIX OyAyT 6parbCcs AaHHble O
TeKyLLeM BpEMEHUN: OCHOBHOW cepBep yka3biBaeTcs Primary NTP Server, a BTOpocTeneHHblli cepeep —
Secondary NTP Server. 10 ymonyaHuio B 3TUX NONSAX yXe yka3aHbl cepBepa BpeMeHu, UCNO/b3yeMble
B onepauuoHHoli cucteme OpenWRT no ymonyaHuio. [JonosHWTesIbHO yKasbiBaeTCs YacoBasi 30Ha B
none Time Zone, ecnun poyTep HaxXoAUTCA B OT/IMYHOM YACOBOM MOsiICe OT CePBEPOB.

Takke Ha 6a3e poyTepa MOXHO co34aTb COO6CTBEHHbI NTP-cepsep. [151 3TOro HacTpoTe NnapameTpsbl
BPEMEHW 1 MocTaBbTe rasioyuky HanpoTns Enable NTP Server. B 3To0M ciiyyae K/IMEeHTbI JIOK&/TbHOW CEeTu
poyTepa, 4To6bl NosyyvaTb AaHHbIE O TEKYLLEM BPEMEHW OT 3TOr0 CepBepa, AO/MKHbI YKa3biBaTb B
HacTpolikax BPEMEHW B NOJe C ykasaHWeM cepeepa ajpeca 3Toro poyrepa.

Ha pucyHke HuXe npeAcTas/ieH NpMMeEpP HACTPOIKM BPEMEHN B aBTOMATUYECKOM pPeXUMe.

[nsi coxpaHeHust BbINO/THEHHbIX HACTPOEK UCTIONb3YiiTe KHOMKY Save. Mpy nepexoae Ha Apyrue CTpaHuLbl
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEHHbIe HACTPOIKM GyayT COPOLLEHBI!
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PyKoBOACTBO N0 HaCTpoOiike poyTepos iRZ BcTpoeHHoe MO Bepcun @ INEKTPOHUKA
20.8

Time Source

NTP ~
Primary NTP Server Secondary NTP Server
0.openwrt.pocl.ntp.org 1.openwrt.pool.ntp.org
Time Zone
GMT-12 -

O Enable NTP server

Save

Puc. 36. HacTpoiika BpeMeHu B aBTOMATUYECKOM pexunme
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5.4.7. Zabbix Agent

Pasgen Zabbix Agent Ha Bknagke Services npegHasHayeH A1 HACTPOWMKMN MOHUTOPMHIa paboTsl
CepBePOB 1 CETEBOI0 060PYL0BaHMS.

Ha poyTtepax iRZ cepuit RO, R2 n R4 ans Hayana pa6otbl ¢ areHTom Zabbix TpebyeTcsl ycTaHOBUTb
Heob6xoayMble NaKeThl.

Ha poyTepe gomkHa 6biTb YCTaHOBEHA Bepcus npowwmBky 20.6 1 Bbille.

Additional packages are required

Download zabhix_agentd.ipkg for R4

Puc. 37. YctaHoBka Zabbix Agent

UTo6bl HaYaTb paboTy ¢ areHToM Zabbix, noctasbTe rasiouky Hanpotus Enable Zabbix, a 3atem
BBEAUTE COOTBETCTBYIOLLME HACTPOMKM (CM. Tabnuuy ).

[nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pa3faesnioB BCE BbINO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM 6yayT c6POLLEHbI!

Ha pucyHke fanee npvBeaeH NpuMep HacTPOEK.

Enable Zabbix

Hostname

IRZ Router

Passive Checks

Server ListenPort ListenlP TLSAccept

P or Doma 10050 P Ad r Network unencrypted e
Active Checks
ServerActive ServerActivePort SourcelP TLSConnect

P or Domain P Address unencrypted v

Downloads:
Zabbix Server Template

Save

Puc. 38. HacTtpolika Zabbix Agent
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[ns ynpoleHns npoliecca HacTpoiiku Zabbix-cepBepa v go6aBneHusi crpynnupoBaHHbIX 3/1EMEHTOB
[JaHHbIX NPV CO3AaHNM Y3/0B CETU
CkavaiiTe ¢ poyTepa wabnoH (Download Zabbix Server Template).

Tabnuua 28. HacTtpoiika Zabbix Agent

Mone

Hostname

Passive Checks

Server
ListenPort

ListenIP

TLSAccept

Active Checks

ServerActive

ServerActivePort

SourcelP

TLSConnect

OonucaHuve

YHUKasIbHOe, PEerMcTpo3aB1MCcMMOe UMS XocTa.
TpebyeTcsi A1 aKTUBHbIX MPOBEPOK 1 [O/MKHO COBMaaTh C MMEHEM y3/1a CeTH
yKa3aHHOM Ha cepBepe.

IP agpec (wnn umsa xocta) Zabbix-cepsepa.
Bxogsuwme coerHeHna 6yayT NPUHUMATLCA TOSbKO C XOCTa yKasaHHOro B 3TOM
cnucke.

ATeHT 6yaeT crylaTh 3TOT NOPT A/1s NOAKMOUEHniA ¢ cepBepa.
AreHT GyaeT cnylaTth yKasaHHbIn agpec.

Kakune npuHMmatoTcsi BXoAsLLME NOAKMHYEHUS. Vcnonb3yeTcst NacCMBHBLIMM
npoBepkamu. MOXHO ykasblBaTb HECKO/bKO 3HAUEHWiA, pasaeneHHbIX 3ansToi:

e unencrypted - npMHMMaTb NOAKOUYEHNS 6e3 WNdpoBaHNS (MO YMOYaHMIO)
e psk - npyHMMaTb nogknyeHus ¢ TLS u pre-shared kntovem (PSK)

e cert - npyHUMaThL noAxadeHuns ¢ TLS n ceptudpmkarom

IP agpec (unn nms xocta) Zabbix-cepeepa 15 akTUBHbIX NPOBEPOK. Ec/in
napameTp He ykasaH, akTUBHble NPOBEPKN OTK/HOUYEHbI.

MopT Zabbix-cepBepa A7 aKTUBHbLIX NPOBEPOK. EC/N NopT He yKasblBaeTcs, To
1CMNO/b3yeTcs NOPT N0 YMOMHYaHMIO.

JlokanbHbIl IP agpec Ans nexoaswmnx nogkatoueHuin.

Kak areHT fo/mkeH coeamHATbeA ¢ Zabbix-cepsepom niv npokcu. cnonb3yetcs
aKTUBHbIMU NpoBepKamn. MOXHO ykasaTb TO/IbKO OHO 3HAYeHue:

e unencrypted - nogkntoyatbca 6e3 wudgpoBaHus (N0 yMON4YaHuio)
e psk - nogkntoyarbes, ncnonb3ysa TLS m pre-shared kntovem (PSK)

e cert - nogknoyaTbCA, ncnonb3ys TLS n ceptudmkar

O6s3arenbHble HacTpolikmn Tonbko Hostname u Server(PassiveCheck).
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Mocne BbibOpa TUNa 3awmngpoBaHHOIO Noax4YeHns Kk Zabbix-cepBepy NosBnsATCA nNons gns
[06aBNeHNss He0BXOANMbIX CEPTUIINKATOB U KITHOUEA.

Encryption

TLSCAFile

c
g
; |
n
9]
I
w
&
1]

Upload TLS Certificate

c
g
|
)

0]
o)
]
-~

1]

(=
=
g
=
%)
-~
0

c
i
k |
0]
o)
]
-~
1]

TLSServerCertlssuer TLSServerCertSubject

Puc. 39. Hactpoliika Zabbix Agent, Encryption

Mpu BbIGOpe psk 3ano/HAETCs TOMbKO:

Pre-shared ko4 areHTa, ucnosb3yeTcs Ans 3awmngpoBaHHbIX COeANHEHW C
TLSPSKFile Zabbix-cepepom.

CTpoka nageHTtudpumkatop pre-shared kntoya, UCNosnb3yeTcs 4/
TLSPSKIdentity 3almndppoBaHHbIX coeanHeHuii ¢ Zabbix-cepepom.

Mpu BbIGOPE cert 3anonHsieTcA:

CepTtudonkart BepxHero yposHsi CA(K) ansa sepudpmrkauumn ceptudukara yana,

TLSCAFile - ncnonb3yetca Ans 3awmnpoBaHHbIX coegnHeHN mexay Zabbix
0653aTensLHo KOMMOHeHTamu

TLSCertFile - CepTundonkar nnm Lenoyky cepTudnkaTos, UCMNoNb3yeTca Ans

o0b6s3arensHo 3aWndpoBaHHbIX coeguHeHWI Mexay Zabbix koMnoHeHTamu.

TLSKeyFile - MpuBaTHbIA KNKOY areHTa, UCMOoNb3yeTcs A5 3alMgPOBaHHbBIX COeANHEHNI
0653aresnibHO mMexay Zabbix koMnoHeHTamu.

TLSServerCertlssuer -

ONUMOHAJIBLHO Pa3pelleHHbIii 3SMUTEHT cepTudmkarta cepaepa (MPOKCcK).
TLSServerCertSubject
- ONUMOHAaNBbHO PaspelueHHasn Tema ceptudukara cepsepa (Mpokcu).
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5.4.8. SNMP
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Paznen SNMP Ha Bkfajke Services npefHasHaueH /11 HACTPOWKM CUCTEMbI MOHUTOPUHIA 1

ynpasneHnsa poytepom rno npoTtokosy SNMP.

Ha poyTepax iRZ noggepxusaetca ase sepcun npotokona SNMP — v2¢ 1 v3.

Enahle SNMP

Port SNMP Version Community
161 v3 v public
sysName sysContact sysLocation
Username Auth passphrase Privacy passphrase
SHA AES
666 (SHA) (AES)

Downloads:

IRZ-MIB
iIRZ-Mobile-MIB
iRZ-Gpio-MIB

Puc. 40. Bknagka Services, pasgen SNMP (v3)

Permissions

read + write W

sysDescription

Security level

noauth w

Save

UT06bI BKNtoUMTL SNMP, noctaBbTe rasiodky Hanpotus Enable SNMP, a 3atem BBeguTe

COOTBETCTBYIOLLME HACTPOKN.

[lnsi coxpaHeHUs! BbINO/THEHHbIX HACTPOEK UCTO/b3YiITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp

pas3fernoB BCe BbINOMHEHHbIE, HO HE COXPaHEHHbIE HACTPOWKKN ByayT cOpoLLeHbI!
Tabnuua 29. Hactpoiikn SNMP

Mone Bepcus OnucaHue

MopT, yepes KoTopbl ByaeT paboTatk npoTokon SNMP. Mo

Port v2c, v3 YMOHaHUI0 — «161»

SNMP Version v2c, v3 Bbi6op Bepcun npoTokona: vac, v3

«O6LLasn cTpoka», N0 KOTOPOW poyTep NPefoCTaBseT AaHHble

Community v2c, v3 [ON19 CUCTEMbl MOHUTOPUHra
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Tabnuua 29. HacTtpoliku SNMP

Permissions v2c, v3
sysName v2c, v3
sysContact v2c, v3
sysLocation v2c, v3
sysDescription vac, v3
Username v3

Auth Passphrase
(SHA) v3

Privacy
Passphrase (AES) v3

Security Level v3

ANIEKTPOHUKA

read - TONIbKO YTeHne (MOHUTOPUHT), read+write - MOHUTOPWHT 1
ynpasneHune GPIO

VMmsa ycTpolicTea (Ha BbIbop nosb3oBarens), Kotopoe byaet
1cnosb3oBaTbCs A1 MAEHTUMNKALMM AAaHHOIO YCTPOIiCTBa B
CMCTEME MOHUTOPUHTa

KoHTakTHble AaHHble (Ha BbIOOP NOMb30BaTeNs) B BUAE
3MEKTPOHHOrO aapeca, TeniedpoHa U Apyroro Buaa

OnncaHne MeCTOMNO/IOXEHNS yCTpolicTea (Ha BbIOOP
nosib3oBaTtesis)

OnwucaHune ycTpoiicTBa (Ha BbI6op Nosb3oBaTens)

Vima nonb3osartens 4n1a asTopusaunm npu KOHTposie poyTtepa no
npotokony SNMP

®pasza-naposib 411 WudpoBaHUa aBTopr3anmn nNpy KOHTpose
poyTtepa no npotokosly SNMP, ncnosib3yercs asiroputm
X3WwmnposaHma SHA

®pasza-naposnb A1 WnposBaHus nepegasaemMoro Tpaguka ot
poyTepa K cucteMme MOHUTOPWHra, NPu KOHTPOs1e poyTepa no
npotokony SNMP, ncnones3syercs anroputv wmndposanHma AES

BbIGOP YPOBHS 3aLUMTbI Npy paboTe ¢ YCTPOCTBOM MO NPOTOKOSY
SNMP:

Noauth — aBTOpu3aLysa Ha yCTPOICTBE HE YCTAHOB/IEHA;

Auth — ycTaHoBNeHa aBTopu3aLms;

Priv — ycTaHOB/IeHa aBTOpU3aLMs U LUMGIpOBaHNE AaHHbIX Npu
nepegaye no npoToKony.
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BHu3y cTpaHuubl B pasgene Downloads HaxoasaTcs cebiiku Ansa ckadymsaHmus MIB-caiinos,
cofepxawux nHdopmaunio ona SNMP-meHemxepa 0 TOM, Kakme napaMmeTpbl MOXHO 3anpocuTb Unu
[06aBUTb.

YnpaBnenue GPIO npu nomowm SNMP

[ns Hayana pab6oTbl B Be6-mHTEpdheiice poyTepa (Bknagka Services, pasgenn SNMP) Hy)XHO 3ano/iHUTb
BCe HeobXxoAnMmble Nonsa 1 ycTaHoBUTL B pasgene Permissions 3HadeHue read+write.

[Janee Bca pabota no ynpasneHnto GPIO npoucxoanTt co cTopoHbl MeHemkepa SNMP (cepsep
MOHUWTOPWHIa, KOMMbIOTEp - 1060e YCTPONCTBO, C KOTOPOro NPOM3BOANTCS 3anpoc).

C nomoubto SNMP MOXHO YCTaHOBUTbL cnegyloline napametpbl pabotbl GPIO:
* HanpaeneHue: IN — paboTaeT Kak Bxog, OUT — BbIxog

e ypoBeHb Ha Bbixoge (4718 OUT): 0 - low, 1 - high

* debounce (gns IN): 3Ha4eHe B MUIINCEKYHAAX

o Tpurrep (ans IN): RISE — nosieneHve HanpshxeHuns, FALL — nponaxa HanpshkeHus, BOTH — nto6oe
13 cobbITnii, NONE — co6bITUA HE OTCNIEXMBAOTCS

CobbITne, KOTOPOE NPONCXOANT Npu cpabaTtbiBaHnn Tpurrepa, No SNMP HacTpouTb Henb3s. Ero HyHo
HacTpouTb B BEG-MHTEpdielice poyTepa Bo Bknaake Tools - GPIO.
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5.4.9. DynDNS

Pasgen DynDNS Ha Bkagke Services npegHasHaveH Ans Hactpoiku DynDNS, To ecTb MeToga
aBToMaTM4eckoro o6HoBneHus 3anuceit DNS-cepsepa. [JaHHbIin MeToA NpYMeHseTCa Ans
aBTOMaTu4eckoro onpegeneHvs IP-agpeca poytepa no ero 4OMeHHOMY MMEHU, Korga poyTtepy
BblAenseTca guHammyeckuin IP-agpec. Ha pucyHke Hmxe npeacTtasneH npuMep HacTpoiku DynDNS.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YiITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHeHHbIe HACTPOIKM GyayT COPOLLEHBI!

O Enable DynDNS client

Provider

custom W
Get Address From URL For Requests

eb v http:/icheckip.dyndns.com/

Username Password

asd
Update Interval (sec) Hostname

300 example.domain.com

Force Update (use with caution)

Remote URL
hitp/([USERNAME] [PASSWORD]@provider.net/update _uri?hostname=[DOMAIN]&myip=[IF]

Puc. 41. Bknagka Services, pasgen DynDNS

Yrtobbl BkNounMTe DynDNS, nocTtaBbTe rasiouky Hanpotns Enable DynDNS client n HacTpoiite
COOTBETCTBYIOLLME NapamMeTpbl.

Tabnuua 30. HacTtpoiikn DynDNS

Mone OnucaHue

Bbi6op npoBaigepa ycnyru guHammueckoro DNS.

B poyTepax iRZ npegyctaHOB/IEHbI OCHOBHbIE

HaCTPOMKM A1 HECKONBbKMX pacnpoCTpPaHeHHbIX

nposaiigepos. [19 HACTPOWKN COBCTBEHHOIO

cepsepa, BbibepuTe Custom v nponuinTe
Provider Heo6xo4VMble HACTPOIKM
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Tabnuuya 30. HacTpoliku DynDNS

Get Address From

URL For Requests

Username

Password

Hostname

Update Interval (sec)

Force Update

Remote URL

@ ANIEKTPOHUKA

[JaHHas HacTpoiika oTBevaeT 3a onpejeneHue
Ballero gnHamuyeckoro IP agpeca. Mpu Bbibope
WEB poyTtep 6yaeT nony4vatb 3TW JaHHble Yyepes
URL, yka3aHHble B none URL For Requests. MNpwn
Bblibope Network — B none Network Interface
HeobxoAnMo ByAeT yka3aTb UHTepgeiic poyTtepa,
aZipec KOTOporo byaeT nepefasaTbCs cepBuUcy
DynDNS

YkasbiBaetca URL cepBuca onpegenexus IP
agpeca

Vst nonb3oBatens Ans aBTopusalmm Ha cepeepe
DynDNS

Maponb ansa asTopusaumn Ha cepsepe DynDNS

ViMsi XocTa, NPUCBOEHHDI Balleli Y4ETHOI 3anmcn
B cepsuce dyndns

WHTepBan B cekyHaax, Yepes KoTopblil 6yaeT
06HOBNATLCA NH)OPMALMA Ha cepBepe

BkstouaeT unu oTknoyaeT 06HOBNEHME AAHHbIX
Ha cepBuce B criydae ecnu IP agpec poytepa He
MeHAeTCcA

Ctpoka URL-agpeca c napametpamu
nogxntoyeHuns k cepsepy DynDNS

B none Provider yka3biBaeTcs npoBaigep ycnyrn guHammyeckoro DNS. B poyTepax iRZ ecTb
BO3MOXHOCTb MCMNO/Ib30BaTb CBOV COBCTBEHHbIN cepBUC AnHaMmMyeckoro DNS nnm Heckosnbko
npeaycTaHoBNEHHbIX PacnpoCTPaHEHHbIX CEPBMUCA, CM. PUCYHOK HIXKeE.

Provider

custom

dyndns.org
changeip.com
zoneedit.com
free_editdns.net
freedns.afraid.org
dnsmax.com
thatip.com

he.net
dnsdynamic.org
dnsexit.com
ovh.com
dnsomatic.com
3322.0rg
namecheap.com
easydns.com
ddns.com.br
mythic-beasts.com
spdns.de
duiadns.net

Puc. 42. Cepsepa DNS
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5.4.10. Crontabs

Pazgen Crontabs Ha Bknagke Services npegHasHayeH A/ HACTPOIKU BbINOMIHEHNS KOMaH[, Mo
pacnucaHuio. J1s 3Toro JoCTaTouHO A06aBUTh UHCTPYKLMIO, YKa3aTb BPEMS U camy KoMaHy.

Jlo6aBneHne NHCTPYKLUMM OCYLLECTBASETCSA NOCPEACTBOM KHOMKM + («M/IHOC»), @ yAa/IeHNEe — KHOMKOW -
(«MuHyc»). OTMeTKa B cTonbue Enable no3BosniseT BkUaTh, UM OTKOYATb BbINOMHEHNE NHCTPYKLNM
6e3 ee yganeHus.

Ha PUCYHKe HWXe npeacTtas/ieH npumMmep nona ansa 3anosiHeHus.

* Enable Minute Hour Day Month Weekday Command

- 1 * * * * reboot

Puc. 43. Bknagka Services, pasgen Crontabs

Tabnuua 31. Hactpoiikn ans pa6otbl ¢ Crontabs

Mone 3HaueHue OnucaxHue
Minute ot 0 go 59 MuHyTa
Hour or 0 go 23 Yac
Day orlpo3l JeHb mecaua
Month orlpo12 Mecsy, BO3MOXHO yKa3aTb TO/IbKO OANH MeCHL,
ot 0 o 6, roe BockpeceHve — JeHb Hepenn, BO3MOXHO yKa3aTb TO/IbKO OAWH
Weekday «0» JeHb Heaenu
B kayecTBe

KOMaHfbl MOXXHO MCMOJIb30BaTb CAMOMUCHbIA

CKPWMT, pacnosIOXEHHbIA B 3HEProHe3aBUCUMON

namsTu

poyTepa. [1na Takmx CKpUnToB OTBEAEH

OoTAeNbHbI pasgen B dhaiifioBoit cucteme

poyTepa — /opt.

CKpMNT MOXHO NOMECTUTb B pasgen yepes

KOHCO/1b poyTepa nnm no nportokosy SCP.

CkpunTbl MOTYT

6bITb HanMcaHbl Ha A3blke MicroPython nnam Ha

A3blke KOMaHAHoro nHTepnpetaropa (shell). Ans
KomaHga, koTopas 6ynet CKPUMNTOB U KOMaH[, HE06X0AMMO YKa3blBaTb KX

Command BbINOHATLCS NOJHbIN NYTh
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B nonsix BpeMeHU MOXHO yKa3aTb 3HaK «*», KOTOpbI/i 03HaYaeT BeCb AManasoH 3HaYeHuii JaHHOoro nons
nnn */x, rge "x" o3HaYaeT NEPUOAMNYHOCTL BbINOSIHEHMSA KOMaHdbl, Hanpumep */10 B none Minute 6yaget

O3Hayatb BbINOSIHEHNE KOMaHAbl kaxable 10 MWHYT.

[nsi coxpaHeHUs! BbINO/THEHHbIX HACTPOEK UCTO/b3YiITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLb
pasfenoB BCE BbIMNO/IHEHHbIE, HO HE COXPaHEHHbIe HACTPOWKM GyayT COPOLLEHBI!
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5.4.11. SMS

Pazgen SMS Ha Bknafike Services npefHasHayeH A1 HACTPOKM BbINO/THEHUS KOMaHS, ynpas/ieHus
poyTepom yepe3 SMS-coobLeHuns. s aToro 4ocTatouHo f06aBUTb UHCTPYKUUIO, YKa3aTb KOMaHAy,
npuaymaTtb ¥ yKasatb [/ KOMaHbl K/T'04eBOE C/I0BO, W, MPY XeslaHUM OrPaHnynTb JOCTYM K
ynpaB/ieHNo poyTepom, HoMep (Unn Homepa) MobUILHOro TenedoHa, C KOTOPOro OHa MOXET ObITb
oTnpasneHa.

Jlob6aBneHvne NHCTPYKLMM OCYLLECTBNIAETCA NOCPEACTBOM KHOMKM + («M/IH0C»), a yAasieHne — KHOMKOW -
(«MuHyc»). OTMeTKa B cTonbue Enable no3BonseT Bk/IOYaTh, UK OTKOYATL BbINOMHEHNE NHCTPYKLUMK
6e3 ee yganeHus. KomaHga, kotopas 6yaeT BbINO/HATLCA yKkasblBaeTcs B nosie Command. B kavectse
KOMaHZbl MOXHO MCMO/b30BaTb CAMOMMUCHBIA CKPUNT, PACNONIOXEHHbIV B S3HEProHe3aBUCUMON NamsATH
poyTepa. [lna Takux CKpUNTOB OTBEAEH OTAENbHbIN pasfen B haiisioBoil cucteme poytepa — /opt.
CKpunT MOXXHO NOMECTUTL B pasfes Yepes KOHCOMb poyTepa uiv rno npotokony SCP. CKkpunTbl MOTYT
6bITb HanvcaHbl Ha sA3blke MicroPython nin Ha a3blke kKomaHAHOro HTepnpetatopa (shell). Ans
CKPWMNTOB U KOMaHA, He0bX0AMMO YKa3sblBaTb UX MOJHbIV MYTb, K&K 3TO CAENAHO Ha PUCYHKE.

B none Message yka3blBaeTcs koueBas ppasa, kotopas byaer cogepxarbcs B SMS-coobLeHun ans
BbINOMIHEHMS KOMaHAbl U3 nons Command. 370 caenaHo a5 yao6CcTea, YTobbl He HabupaTb Ha
TenedoHe HaCTOALLYI A/IMHHYIO KOMaHy, BMECTO 3TOr0 MOXHO OTNpPaBiATh KOPOTKME K/ToUeBble
(opa3bl. COOTBETCTBEHHO, K/l0UEBbIE dopasbl NpUAYyMbIBAET NOSb30BaTE/lb HA COGCTBEHHOE
YCMOTpPEHNE.

B none B cTon6ue From ykasbiBaetcs TesiepOHHbIN HOMep (€C/iM HOMEPOB HECKO/bKO, OHU
pasgenstoTcs npobenamun) B MexayHapoaHoM dpopmate (Hanpumep, ans Poccnm ato «+7[Kog,
oneparopaj[HoMep]»), C KOTOPOro MOXHO BbINOMHATL KOMaHAy 13 nonsa Command. Ecnn gaHHoe none
OCTaBUTb NYCTbIM, TO KOMaHAa Npw NpaBuIbHOM K/THOYEBOM C/10Be OYAET BbINONHATLCA N0 SMS,
npuwegLwei ¢ 1oboro Homepa. Ha pyucyHke npeacTas/ieH npuMep nosein ANs 3anofHeHns.

s coxpaHeHus BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLp
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHeHHbIe HAaCTPOIKM GyayT COPOLLEHbI!

[ns AByXmMoAy/bHbIX POYTEPOB Ha CTpaHuLEe 0TobpaxaeTcs 6/10K ynpaBeHnst NPMopUTETOM Moaynei
ansa ornpaskn SMS Priority of sending sms. GSM-mogynn 0603Ha4eHbl kak Modem 1 (GSM 1) un
Modem 2 (GSM 2). MproputeT HacTpamBaeTcs Npyv NOMOLM CTPENoK "BBepX" 1 "BHKU3",
pacnosiIOKeHHbIX PAAOM C KaX40W CTPOYKONA.

[na otnpaskn NCNosb3yeTcs MOAY/ b C BbICLLMM NPUOPUTETOM. Npn HEBO3MOXHOCTK OTnpaskn SMS
yepes Hero coobLLeHre OTNpaBnsaeTcs Yepes Moy b C MEHbLUMM NPUOPUTETOM.
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Ecnu kpaTko onucaTtb NpMBeAEHHbIE BbilLE LWark, To 418 BbINO/IHEHUSI KOMaH/bl, NO/Tly4YeHHOR no SMS
HEeobXoAnMO:

1. 3aiiguTe B pasaen Services — SMS Ha poyTepe, rae A0/KHA BbINO/IHUTLCSA KOMaHa;

2. Cospgaiite MHCTpYKUuMto (Mosie AO/MKHO BbITb aKTUBHO), B KOTOPOI B nosie Command ykaxuTe
KomaHgay, B none Message ykakute npuayMaHHyo Kno4veByto hpasy (Mpu xenaHum orpaHnymTb
[OCTYN K ynpasneHnio poyTepomM, YKaxute Homep MobunsHoro tenedoHa B none From, ¢ KOTOporo
MOXeT OblTb OTNPaBfeHa KOMaHaa);

3. CoxpaHuTe HaCTPOIiKW, HaxXaB Ha KHOMKY Save, BHU3Yy CTpaHULbl;

4. OTnpaBbTe Ha TenedoHHbIli Homep SIM-kapTbl poyTepa SMS-co06LIeHNE, CoAepXaLlee KUEBYHO
hpasy u3 nons Message (ecnu none From 3anosiHeHO, TO COOOLLLEHNE HEOOXOAUMO OTNPaB/ATb OT
HOMepa, KOTOPbIA TaM yKasaH);

5. Ecnv Bce wwaru BbiNosIHeHbl BEPHO, Ha poyTepe BbINOMHUTLCSA KoMaHaa 13 nonss Command, Toi
CTPOKM, B KOTOPOI4 K/toUueBble dopasbl U3 nosist Message U SMS-coo6LUEHNS COBMNAAALOT.

Priority of sending sms
1 i | Modem 1

2|7 . Modem 2

Commands over SMS

* Enable  Message Command From
- O reboot Ishin/reboot
- O A0-97% hello lbin/falze +79211002234 +79211002233

Puc. 44. Bknagka Services, pasgen SMS
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5.4.12. Serial ports

Pazgen Serial Ports Ha Bknagke Services npegHasHadeH a/s HacTpoliki paboTbl poyTepa ¢ nopTamu
RS232, n RS485.

B poytepax iRZ pa6ota no ctaHgapTy RS232/RS485 orpaHmumBaeTcs NPUEMOM AaHHbIX MO JIMHUKN RX 1
nepegadyeii AaHHbIX Mo AnHUK TX. MPUHAB faHHbIE MO IMHUM RX poyTep UHKancyMpyeT NosyYeHHble
JaHHble B IP-nakeT, 1 B COOTBETCTBUM C HACTPOMKaMU OTCbINIAET UX Ha YAaneHHbIl XocT. I Hao6opoT,
nonyuvB IP-nakeT, Ha yka3aHHbI B HACTPOIKax NopT, poyTep pacnakosbiBaeT IP-nakeT 1 nepenaeT ero
no /IMHUK TX Ha NOAK/HOYEHHOE YCTPONCTBO.

PoyTep MOXHO HACTPOUTL Ha CcneayloLine pexrumMbl paboThbl:

Server

PoyTep XAOeT BXxogAalero noakntoyeHns Ha yKa3aHHbII7I nopT, yCTaHaB/MBaeTCA coegnHeHne n
HauynHaeTcAa nepenavya AaHHbIX;

Client
PoyTep ycTtaHaBnnBaeT coefiMHeHUe No yKasaHHoMY IP-agpecy v nopTy, 1 HaYMHaeT nepefadvy AaHHbIX.
Server/Client Modbus TCP to RTU (o115 cepuit R2 n R4)

MpoTokon Modbus TCP npegHasHayeH ans pabotsl B ceTu Ethernet. Mpotokon Modbus RTU
MCNonb3yeT nocrnefoBaTesnibHble MHTepdeiickl (RS-232, RS-485) 1 umeet pexum nepegayn RTU.

Korga poyTtep nonyyaet 3anpoc Modbus TCP, oH npeo6pasyeT nakeT B Modbus RTU 1 nocblnaet ero no
nocneposatenibHOMY UHTepdeiicy. Korga poytep nonyyaet oTBeT OT ycTpolictea Modbus RTU, oH
npeo6pasyeTt ero B nakeT Modbus TCP n oTnpasnsieT nakeT no Ethernet.

Mpw B3anmopelicTBMN ogHO ycTpoiicTBo Modbus Bcerga saBnsierca Begywmm (Master), a BTopoe —
BegoMbIM (Slave). Modbus Master Bcerga otnpasnsieT 3anpoc, MHALMMPYS 0OMEH AaHHbIMM, a
ycTpoiictBo Modbus Slave oTnpaBnsieT oTeeT. MNpy 3TOM poyTep He BbICTYMAET HU B POSiE BEAYLLETO, HU
B posnie Begomoro. OH NpocTo nepefaéT gaHHble. Posin BeyLLero 1 Be4OMOr0 BbINOHSAOT
HernocpeLCcTBEHHO OKOHEYHbIE YCTPOCTBa

PoyTep BbINOMHAET hyHKLMIO Npeobpa3oBaHust MPOMbILLIEHHbIX NpoTokonosB Modbus RTU B npoTokos
Modbus TCP 1 o6paTHO, TO eCTb BbICTyNaeT B pO/n WH03a, obecnevmBas Npo3padHblii kaHan
nepegayv faHHbIX Mexay ycTpoicTBamu.

Pexumbl Server MODBUS TCP to RTU u Client MODBUS TCP to RTU Bbl6upatoTcs KOMOGUHaLmeit
cooTBeTcTBYOLWMX pexrmoB Local Proto 1 Remote Proto. Boibopom pexnma Server/Client
BbIOMPAETCA KTO yCTaHaB/IMBAET CECCUI0, YTO NO3BO/ISAET B TOM YMc/ie camum ycTaHasnmeaTe Modbus
TCP to RTU coeguHeHune K ygasiéHHOMY Y31y.

NTRIP Client

Mpotokon NTRIP (Networked Transport of RTCM via Internet Protocol) npoTokon npegHasHayeHHbI
cneunasnibHO 418 nepefayn CnyTHUKOBLIX AaHHbIX Yepes VIHTepHeT. OCHOBaH Ha NPOTOKONe nepefaym
rMNepTeKcToBbIX (Dalinos.

B npotokon NTRIP BXoasT cneaytolmMe cocTaBHble YacTu: cepBep, Belarenb (KacTep) U KNNEHT. VX
B3avMOZencTBMe NPonCXoamnT cneayowmum obpasom:
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¢ NTRIP-cepBep nogxnoyaeTcs K UICTOYHMKY Nonpasok (6a3oBas CTaHLMs) U HanpasnseT NoToK
KoppekTupytoLeii nHpopmaunm NTRIP-kacTepy. [1ns COeAnHEHUS C KACTEPOM CepBeEP CoobLaeT
TOUKY [0CTYyna, Yepes KOTopyo ByAeT NpoucxoanTb 0OGMEH nonpaskamu, 1 Naposb OT Hee.

 [MonpaBku NOCTYMNatoT Ha YKa3aHHy TOUKy AOCTyna kacTepa.

¢ PoBep (nogswxHbI npuemHnk) obpawiaerca k NTRIP-kiMeHTy 3a nonpaskamu, a KIneHT
ob6pawaetca Ha NTRIP-kacTep, ykasbiBas ero IP-agpec, nopT, To4ky AocTyna (CnnMcoK Todek
[ocTtyna), 10r1H U Naponeb.

o [py ycnewwHoM NOAK/THUYEHNUMN KNMEHTA K KacTepy NPONCXoaunT nepeaada nonpasok ¢ 6a30Boi
CTaHLMW Ha poBEp Ha OCHOBaHWU YKa3aHHOWM TOUKM A0CTyna.

UT06bI BKOUNTL NOPT, HAXKMUTE HanpoTMB Hero Edit, noctaBkTe ranoyky Enable Port via TCP n
YKaXXWTe HacCTpolikv Ans ero pabotbl (M. Tabnuuy).

Port Settings: rs232

Enable Port via TCP

Network Mode Remote Host Port
Client v 172.105.86.76 2101
Local Proto Remote Proto
SERIAL hd RFC2217 hd
Baudrate Data Bits Parity Stop Bits
9600 v &8 v none v 1 v

Remote Port control

None A
Remote Baudrate Remote Data Bits Remote Parity Remote Stop Bits
9600 v 8 v none v 1 v
Banner
Accumulation Attempts Accumulation Interval (ms)
3 100
Peer Timeout (sec) Reconnect Delay (sec)
60 80

Close Apply Changes

Puc. 45. Bknagka Services, pasgen Serial Ports, npyumep HacTpoek nopta RS232

@ [nsi coxpaHeHUs! BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLp
pa3fesnoB BCE BbINO/HEHHbIE, HO HE COXPAHEHHbIE HACTPOIiKM ByayT CHPOLLEHbI!
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Tabnuua 32. HacTpoiikn Port via TCP

C — knneHT, S — cepeep, N — NTRIP Client

Mone

Network Mode

Remote Host

Port

Local Proto

Remote Proto
Baudrate

Data Bits

Parity

Stop Bits

Banner

Accumulation
Attempts

Accumulation
Interval (ms)

Peer Timeout
(sec)

Reconnect
Delay (sec)

Pexum

C,S,N

OnucaHve
Pexum paboTtbl nopta: C — knneHT, S — cepep, N — NTRIP Client

IP-agpec cepBepa, kK KOTOpOMY ByAeT NOAKNKYATLCA YCTPONCTBO A1
nepegayn AaHHbIX

MopT, yepes KOTopbIA ByAeT OCYLLECTBASATLCS Nepeaada gaHHbIX

MpoToKON B3aMMOAEeCTBUSA AN nokanbHoro nHtepdelica: SERIAL -
ncnonb3yeTcs kak nocnegosaTenbHblii noptT, MODBUS RTU -
ucnonb3yertcs kak Modbus RTU nHTepdelic

MpoTOKO/ B3aMMOAENCTBUS C yAa/IEHHBIM UHTEPCENCOM:
¢« RAW (cokeT, NpoCTO OTAAET Te AaHHble, KOTopble Noay4yns)

e RFC2217 - ucnonb3syetcsa Ana nepegadn gaHHbIX C BO3MOXHOCTbLIO
ynpasneHusa nocsegosaTefibHbIM NOPTOM

« MODBUS TCP - ucnons3ayetcs kak Modbus TCP nHTepcelic

CKOpOCTb Nnepeaaun AaHHbIX Hepes noprt, 604
KonmuecTBo 6MT 6/10Ka, UCNO/b3YeMbIX MK nepeaayde AaHHbIX

PexMm KOHTpona YeTHOCTH 6UT B NepeaaBaembix 6510kax: None — 6e3
nposepkn, Odd — npoBepka Ha HeYeTHOCTb, Even — npoBepka Ha
YEeTHOCTb

KonnuecTtBo cTon-6UT 6110Ka, UCNo/b3yeMble 18 onpeaeneHns KoHua
6roka

Coob6LueHne (Ha BbIGOP Nosib3oBatens), KOTopoe ByAeT oTobpaxaTbCs
npu paboTe ¢ NOPTOM

KonnyecTBo MHTEPBa/IOB OXMAAHUS, MOC/IE KOTOPLIX HAKOM/IEHHbIE
JaHHble 6yayT oTnpaB/eHbI

Bpems nHTepBasia oxugaHusi, B Mc, Npyu NoyYeHUN AaHHbIX

Bpemsi oxuaaHnsi oTBeTa OT YAA/IEHHOIO y3Na, B CeKyHaax, npu
YCTaHOBKEe COeAVHEHUs N nepes, OTNpaBKoi JaHHbIX

Bpewms 3aepxkn nocrie HeyaauHoli NonbITKM NOAK/IOUEHNS K CepBEpY, B
ceKyHaax, nocne KoToporo 6yAeT coBeplleHa eLle ofHa NnonbITka
NoAK/IOUEHUs K cepBepy
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20.8

[ns pa6oTbl B pexume NTRIP Client He06X0AMMO cKayaTb U YCTaHOBUTb AONOMHUTE bHbIN NaKeT.

Port Settings: rs232

Enable Port via TCP

Network Mode Remote Host Paort
NTRIP Client w localhost 10000
Baudrate Data Bits Parity Stop Bits
9600 w 8 w none w 1 w

Additional packages are required

Downloads:
ntripclient.ipk for R2

Close Apply Changes

L 4

Puc. 46. Bknagka Services, pasgen Serial Ports, NTRIP pack

W 3anoniHNTbL JONOMHUTENbHbIE HaCTpOVIKI/I.

Port Settings: rs232

Enable Port via TCP

Network Mode Remote Host Port

NTRIP Client v 172.105.86.76 2101
Baudrate Data Bits Parity Stop Bits

9600 A a8 v none ~ 1 ~
Mode Mountpoint NMEA String

auto v
Serial Protocol Init UDP UDP Port Bitrate

NONE v NO ~ NO ~
User Password Proxy host Proxy port

IP or domain name 2101

Close Apply Changes

Puc. 47. Bknagka Services, pasgen Serial Ports, NTRIP Client
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Tabnuua 33. Hactpoiikn ana NTRIP Client

Mone

Mode
Mountpoint
NMEA String
Serial Protocol

Init UDP

UDP Port
Bitrate
User
Password
Proxy host

Proxy port

Pexxum OnucaHue

Pexum ¢hopmaTta 3anpoca gaHHbIX:

e auto - aBTOMaTNyeckKoe onpegeneHve (No ymonyaHuio)
e ntripl - NTRIP Version 1.0 Caster

¢ http - NTRIP Version 2.0 Caster in TCP/IP mode

e rtsp - NTRIP Version 2.0 Caster in RTSP/RTP mode

e udp - NTRIP Version 2.0 Caster in UDP mode

N

N Touka gocTtyna uiv Tabnvua UCTOYHMKOB MNonNpaBok

N NMEA cTpoka, KoTopasi COAEPXUT HaBUrauuoHHY nHdopmMaLmio
N MpoTokon, ucnosnb3yemblii Npy nepegade AaHHbIX

N OTnpaBka HavasibHoro UDP nakeTa g/1s 06paboTku goaiepBoiom

Homep nokanibHoro UDP nopTta, Ucnosib3yemMoro 4/ BXo4sLero
N coefiHeHunsa

N BbIBOA, COO6LLEHNS CO 3HAYEHNEM TEKYLLEro butpeinta B CUCTEMHBIN Nor
N Vima nonb3osartens

N Maponb

N IP-agpec npokcn-cepsepa

N IMopT npokcu-cepesepa
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5.4.13. Application Layer Gateway

Paspgen Application Layer Gateway (ALG) Ha Bknagke Services npegHasHayeH g/1s HacTpoliku paboThbl
poyTepa co crieayoLMm npoTokonamm, Tpedywwmumn ALG:

. FTP
« PPTP
. SIP

« SNMP
. TFTP

« H323

« RTSP

[ns pa6oTbl yHKLUMOHAA HEOGXOAMMO YCTaHOBUTb HYXHbIiA MPOTOKO/T BO BK/THOYEHHOE COCTOSIHME U
HacTpouTb NPOGPOC COOTBETCTBYIOLLENO NopTa Ha BkNaake Port Forwarding.

Application Layer Gateway

O FTP
- PPTP
1 SIP
1 SNMP
- TFTP
[ H323

[ RTSP

Puc. 48. Bknagka Services, pasgen Application Layer Gateway
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5.4.14. Queues

Pazgen Services — Queues npegHasHayeH 415 HaCTPOViKM NpaBus, No KOTopbIM ByaeT
obpabaTtbiBaTbCA NCXOAALLMIT MAPKMPOBaHHbIA Tpadurk ¢ 3agaHHOro HTepdeica.

Interface Name Queue Type

siml v Fair v Delete

sim2
wan49

wifi
tunnel Add m

Puc. 49. Hactpoiikn Services — Queues

Tabnuua 34. Hactpoiiku npaBun gna pabotsl ¢ QoS

Mone OnucaHue
Interface Name VHTepdelic, Tpadmk ¢ KoToporo 6yaet obpabartbiBaTbCsl
Queue Type MexaHn3M, B COOTBETCTBUM C KOTOPbIM ByAeT obpabaTbiBaTbcs Tpaguk

Ha pgaHHbIi MOMEHT peasin3oBaHo ABa MEXaHn3Ma:
Priority

Tpadvk packnagpiBaeTcs B HECKOMBbKO OYepeei CornacHo CBOEMY Knaccy — NpUopuTeTy (Hanprmep,
BE, AF1-4, EF, CS6-7). Anroputm nepebupaeTt o0gHy ovepeab 3a Apyroil.

CHauasia oH npornyckaeT Bce NakeTbl 13 CAMO NPUOPUTETHO ouepeamn, NOTOM U3 MeHee, NOTOM U3
mMeHee. U Tak no kpyry.

AJ'IFOpI/ITM He Ha4YMHaeT U3biMaTb NakKeTbl HU3KOIO NPUOPUTETA, NOKa He MyCTa BbICOKONpUopuTteTHas
ouepesp.

Ecnv B MOMEHT 06paboTKM HU3KOMPUOPUTETHLIX NaKeTOB NPUXOAUT NakeT B 6onee
BbICOKOMNPUOPUTETHYIO OYepesb, aifopUTM NEPEKIYAKOTCA Ha HEE 1 TOJIbKO OMYCTOLUMB €&,
BO3BpALLAETCA K APYTVM.

Fair
MexaHn3Mm Fair usBnekaeT oAnHaKOBbIi 06bEM AaHHbIX U3 KaXK4O0M ouepean no nopsiaky.

Mopsapnok chopmupoBaHnsa ovepen BrtovaeT Fair Queuing n cxemy CoDel AQM (akTuBHOe ynpassieHne
ouepenbio C ynpasseMoin 3a4epkKoit). AToOpUTM UCNONb3yeT CTOXacTUYECKYH0 MOAENb A/1S
KnaccumkaLumm BXOAALWMX NAKeTOB B pasinyHble NoTokn. Kaxablli Takoli NoToK ynpas/isieTcs
(popMrpOBaHNEM OUepPeamn C KOHTPOMpyemol 3aaepxkoid (CoDel).
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5.5. Pasgen «Tools»
5.5.1. Access
Pasgen Access Ha Bknagke Tools npegHasHayeH Ans HacTPolikn AoCTyna ynpasfieHns poyTepoM.

Mo ymonyaHmo Ha ycTpoiicTBe Beb-nHTepdheiic gocTyneH Tonbko no HTTP.

Bcero gocTynHbl TpU BapuaHTa nosyyeHus Aoctyna kK poytepy. 15 Bbibopa 04HOro 13 BapuaHToB
HY>KHO NOCTaBUTb rafloyKy HanpoOTUB COOTBETCTBYHOLLIETO NMYHKTA U B HUXKHEM MOS1e BBECTU MOPT
(M3HaYasIbHO yKa3aHbl 3HaYeHWA Mo YMOMYaHWI0):

e Enable HTTP — gocTyn K poyTepy Yepe3 Be6-UHTepgoeiic;

¢ Enable HTTPS — pgocTyn k poyTepy 4epe3 Beb-uHTephec ¢ 3awuToin yepes cepTudmkar;
¢ Enable Telnet — gocTyn Kk poytepy no npoTokony telnet;

* Enable SSH — gocTtyn Kk poyTepy no npotokony SSH.

YTo6bI BK/OUMTbL aBTOPM3aLMI0 Ha YCTPOCTBe Yepes cepBep aBTopusaunm TACACS+ noctaBbTe
ranoyky HanpoTtne Enable TACACS+ for SSH (Tonbko ans poytepoB cepumn R4).
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WEB Access

Enable HTTP

80

() Enable HTTPS

Terminal

Enable Telnet

23

Enable SSH

22

Enable TACACS+ for SSH server

TACACS+ Service TACACS+ Protocol Username

None v None v root
Authorization Server Authorization Server Port Authorization Server Secret
Accounting Server Accounting Server Port Accounting Server Secret

Puc. 50. Bknagka Tools, pasgen Access

UTobbl nogknoyaTecs kK web-nHTepdheiicy poytepa yepes 3awuiéHHelin npotokon HTTPS, Heobxoanmo
3arpy3vTb Ha poyTep CBOW cepTudhmKaT 1 YacTHbI KoY. a5 ux 3arpy3kn NCnosb3yrTes
cooTBeTcTBEHHO nons Public Key u Private Key.

Ecnv octaBuTb N0 MyCTbIMW HA YCTPOCTBE BYAET CreHepUpPOBaH caMonoAnucaHblii cepTudmkar, npu
3TOM MCMNONb3yeMblii BaMK 6pay3ep MOXET YBEAOMUTL O HEBO3MOXXHOCTMW MPOBEPUTL CEPTUAIMKAT.

@ [Lnsi coxpaHeHus BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pasfesnioB BCE BbIMO/HEHHbIE, HO HE COXPAHEHHbIE HACTPOlKM ByayT cOPOLLEHbI!
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5.5.2. iIRZ Link Client

Paspgen iRZ Link Client Ha Bknagke Tools npegHasHauyeH A1s HaCTPOMKN NOAK/IYEHMSA poyTepa K
cucteme ynpaeneHus Link.

Enable iIRZ Link client

Server Port Protocol
link.irz.net 11000 vl w
Force Update Information (sec.) Keepalive Interval (sec.) _
600 60

Use Encryption

Cipher Key (AES256)

Puc. 51. Bknagka Tools, pasgen iRZ Link Client

OTmeTka B cTpoke Enable no3BosisieT BkAoYaTh, Uav oTKAOYATb AaHHY0 ocHacTKy. Mone Server
Heob6xoAVMO AJ151 yKasaHusl agpeca Win AoOMeHHoro nMeHn cepeepa Link. B none Port ykasbiBaeTcs
nopT Yyepes KOTopbIi paboTaeT cepBep AaHHOro cepsuca. MNone Protocol Heobxoammo ans Bbibopa
npotokona eB3avmogeiicteus ¢ Link/Link2 (v1 - coBmectum c Link n He coBmecTum ¢ Link2, v2 -
coBmMecTuM c Link2 1 orpaHunyeHo coBmectum c Link). B none Force Update Information (sec.)
yKasblBaeTcs BpeMs yepes KoTopoe byaeT ob6HOBNeHa nHhopmMauus 0 poyTepe Ha cepeepe, a B nosne
Keepalive Interval (sec.) - Bpems Yyepes KoTopoe poyTep OyaeT oTnpasnATb MHOpMaLMo Ha cepBep
YTO OH Ha CBSI3U.

MocTtaBuB ranouky B nose Use Encryption MOXHO 3alinmpoBats faHHble nepefaBaemMble Mexay
poyTepom u cepsepom. [1ns aToro Heobxoammo byaet B nose Cipher Key (AES256) ykasaTtb K4
LwncppoBaHus, creHepnpoBaHHbIi Mo anroputmy AES 256.

@ [nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTOMb3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pa3fesnoB BCE BbINO/HEHHbIE, HO HE COXPaHEHHbIE HACTPOIikM 6yayT c6pOoLLEHbI!
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5.5.3. Password

Pazgen Password Ha Bknagke Tools npegHasHaveH A/18 U3MEHEHMS Napons 415 AoCTyna K yCTPOACTBY.
Maponb MeHsIETCA Kak A/1a 4ocTyna no Be6-nHTepdelicy, Tak n no Telnet n SSH.

[ns n3ameHeHns napons:
1. BBeguTe cTapblii naposb AocTyna K ycTpoicTay B none Old Password;
2. BBeguTe HOBbIV naposnb B nose New Password,;
3. BBeauTe HOBbI Naponb ewe pas B none Confirm Password;
4. Haxkmunte KHOMKy Save, BHU3Y CTpaHULbI.

Ha pucyHke Hixe npeacTasneH npuMep nonei ans 3anonHeHusl.

Old Password
New Password

Confirm Password

Puc. 52. Bknagka Tools, pasgen Password
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5.5.4. Hosthame

Pasgen Hostname Ha Bknagke Tools npefHasHaveH 4518 N3MEHEHWS Ha3BaHNs YCTPOCTBA, KOTopoe
oTobpaxaeTcs B Be6-mHTepdeiice.

[ns ycTaHOBKU WM U3MEHEHMWS HA3BaHWS:
1. Beegute HoBOe Ha3BaHue B nose Unit Name;
2. Haxxmute kHoOMNKy Save, BHU3Y CTpaHuWLpbl.

Ha pucyHke Hixe npeacTaBneH npuMep nonei ans 3anofHeHusl.

Hostname

iIRZ-Router

Unit Name (Description)

Puc. 53. Bknagka Tools, pasgen Unit Name
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5.5.5. Temperature (TonbKo ans poytepos cepuun R2)

Pazgen Temperature npegHasHaueH 455 paboTbl C NOAKYAaEMbIMU AaTUMKaMy TemMnepatypbl. Ans

TOro YTO6bI BKMAKOYMTL 3TY ONLUMIO, HEOOBXOANMO NOCTaBUTL ranlouky HanpotTue Read Temperature
Sensors 1 HaxaTtb KHOMky Save.

Read Temperature Sensors
Poll interval
60

Temperature Limit Value

60

Save

Puc. 54. Bknagka Tools, pa3gen Temperature

Tabnuua 35. Hactpoiikn Tools - Temperature

Mone Eg. U3m. OnucaHue

WHTepBau1 onpoca garyvkos. OnNpoc gaTynka MOXET 3aHMMaTb
napy cekyHf, N03ToMy peKoMeHAyeTCs npu KosimyecTse JaTinmkoB
6onee 5 yctaHaBnuBaTb MHTEpPBas onpoca He MeHbLue 10 cek, A1

Poll interval cek 15 paTtymkoB — He meHbLe 20 cek.
Temperature MpefensHoe 3HayYeHre TeMnepaTypsl. Micnonb3yeTca A1 3anycka
Limit Value °C Nosib30BaTe/TbCKNX CKPUMTOB.

MopknioyeHne gaTunkoB Temnepatypbl (Hanpumep, DS18B20) k nHTepdieiicy RS232 poyTtepoB iRZ cepun R2
OCYLLECTB/ISAETCA C MOMOLLbI0 NpeocbpasoBartens nHTepdiericoB 1-Wire/RS232 npoussoacTea iRZ.
MogaknyeHne BHELLHUX YCTPOCTB K Npeobpa3oBaTtesiio OCyLLECTBASETCA Yepes KNEMMHYIO KOI0AKY, B

COOTBETCTBUM C MHCTPYKLIMEl Ha npeobpasosare/nb. OfAHOBPEMEHHO BO3MOXHO NOAK/UeHne 10 30
[aTu/KOB.
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5.5.6. Send SMS

Pasgen Send SMS Ha Bknagke Tools npegHasHayeH ansa otnpaBkn SMS-CO06LEHNS Ha yKa3aHHbI
HoMmep. SMS-coobLLeHre oTNpaBnseTcs Yepes akTuBHy0 SIM-kapTy, KoTopas UCNosb3yeTcs B poyTepe.
[ns AByXmMoAynbHbIX pOyTepoB NpeaycMOTpeH Bbibop GSM-Moayns, npy NOMOLLM KOTOPOro 6yaeT
OTNpaB/ieHO COO6LLEHNME.

[nsi oTNpaBku coobLeHus (B poyTepe Ao/XHa 6biTb ycTaHoB/EHA SIM-KkapTa ¢ akTUBHOI yCyroli u
Heo6xoAMMbIM 6a/1aHCOM CPEACTB, a CaMO YCTPOMCTBO A0/HKHO HAXOAUTLCS B 30HE MOKPbITUS
oneparopa, npegocTaeusLiero SIM-kapTy):

1. BBegnte Homep MO6ULHOIO TesiedpoHa B MexayHapogHom dhopmare (418 Poccun aTto «+7[Kog,
oneparopa][Homep]») B none Recipient Phone Number;

2. Beegute coobuieHmne B none Message;

3. B none Modem to send ykaxute moaynb, Npy NOMOLLM KOTOPOro AO/MKHO ObITb OTNpaBneHo SMS
(ToNbkO ANa ABYXMOAY/bHbIX POYTEPOB);

4, HaxmuTe KHoMKy Send, BHW3Yy CTPaHMLIbI.

Ha pucyHke npeacTtaB/eH npyMep nosen ans 3anonHeHus.

Message

Recipient Phone Number Modem to send

AUTO w

Puc. 55. Bknagka Tools, pasgen Send SMS
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5.5.7. Ping

Pazgen Ping Ha Bknaake Tools npefHasHaueH 71 NPOBEPKM COeAMHEHUS C YAaNeHHbIM Y3/T0M C
MOMOLLbI0 YTUANTLI ping.

UT06bI NPOBEPUTL COEANHEHNE:
1. Beegute IP-agpec yganeHHoro y3sna B none Host,;
2. BBegute konn4yectso ICMP-nakeToB, KOTOpPbIE HY)KHO OTNPaBuUTb NPU NpoBepke B none Count;
3. YkaxuTte pasmep ICMP-naketa B none Datagram Size;

4. HaxxmuTe kHonky Ping, BHWU3Yy CTpaHuLbl, U B [NTaBHOM OKHE MocepeyHe sKkpaHa NosiBUTCS pesynbTtar
MPOBEPKM.

Ha pucyHke npeactaeneH npvmep noneii Ans 3anofiHeHus.

Host Count Datagram Size

192.165.2.1 ) 56

PING 192.166.2.1 (192.168.2.1): 56 data bytes

— 192.168.2.1 ping statistics —
4 packets transmitted, 0 packets received, 100% packet loss

Puc. 56. Bknagka Tools, pasgen Ping
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20.8

5.5.8. System Log

Pazgen System Log Ha Bk/aake Tools npefHasHaueH A1 paboTbl C CUCTEMHBIM XYPHa/IOM
yCTpolicTBa. [JaHHble U3 CUCTEMHOTO XypHasa yCTPOCTBA MOXHO NepecklfiaTe No NPoToKony Syslog Ha
yOaneHHbIn agpec, Ans 3Toro:

1. MocTaBbTe ranoyky HanpoTne Enable Remote Logging;

2. YkaxuTe yganeHHolit IP-agpec B none Remote Host, a nopt B none Remote Port;

3. BblbepuTte B none Protocol npoTokon, No KoTopomy OyayT nepeckiniaTbCs AaHHbIE;

4. B none Log Prefix MoXHO yka3aTb npedimKc, KOTOpbIA ByaeT 406aBNSTLCS K 3anMCaM;

5. HaxxmunTte KHOMnkKy Save, BHM3Yy 6/10Ka.

Enable remote logging
Remote Host Remote Port Protocol Log Prefix

[P Address or Domain | 514 udp v

Save

Tue Mar 2 12:36:01 2021 kemn.info kemel: [ 3752 846786] option 1-1.2:1.2: GSM modem (1-port) converter detected -~
Tue Mar 2 12:36:01 2021 kemn.info kemel: [ 3752 847164] usb 1-1.2: GSM modem (1-port) converter now attached to

ttyUSE7

Tue Mar 2 12:36:01 2021 kern.info kemel: [ 3752 84827 3] option 1-1.2:1.3: GSM modem (1-port) converter detected

Tue Mar 2 12:36:01 2021 kemn.info kemel: [ 3752.848680] usk 1-1.2: GSM modem (1-port) converter now attached fo

ttylUSBS

Tue Mar 2 12:36:01 2021 kem.info kemel: [ 3752.868977] gmi_wwan 1-1.2:1.4: cdc-wdm0: USB WDM device

Tue Mar 2 12:36:01 2021 kem.info kemel: [ 3752.870701] gmi_wwan 1-1.2:1.4 wwan1: register 'gmi_wwan’ at usb-
101c0000.ehci-1.2, WWAN/QMI device, 86:d2:57:f8:af.61

Tue Mar 2 12:36:02 2021 user.notice modem2: QUECTEL EC25 [GNSS] init to /dew/ttyGNSS2

Tue Mar 2 12:36:03 2021 kem.wam kemel: [ 3755.060827] iee280211 phy0: n2800_config_txpower_rt6352: Warmning -

ignoring EEPROM HT40 power delta: -2

Tue Mar 2 12:36:07 2021 user notice modem2: QUECTEL EC25 [AUX] init to /devitty MODEM2_AUX

Tue Mar 2 12:36:07 2021 kern.warn kernel: [ 3759.060766] i=ee80211 phy0: 2800 _config_txpower rt6352: Warning -

ignoring EEPROM HT40 power delta: -2

Tue Mar 2 12:36:08 2021 user notice modem2: QUECTEL EC25 [AT-CMD] AT+CFUN=1 [0]

Tue Mar 2 12:36:08 2021 usernotice modem2: QUECTEL EC25 [AT-CMD] AT+CGATT=0 [2]

Tue Mar 2 12:36:08 2021 user.notice modem2: QUECTEL EC25 [MAIN] init to /dev/ityUSES

Tue Mar 2 12:36:08 2021 usernotice modem2: QUECTEL EC25 [EC25EUGARDEBADEMAG] init

Tue Mar 2 12:36:10 2021 daemen.notice netifd: Interface 'sim2’ is setting up now

Tue Mar 2 12:36:10 2021 user.notice mobile-sim2[4833]: selecting the gmi technelegy for connect

Tue Mar 2 12:36:11 2021 kern.wam kemnel: [ 3763.060398] ieeeB0211 phy0: t2800_config_txpower_rt6352: Waming -

ignoring EEPROM HT40 power delta: -2

Tue Mar 2 12:36:15 2021 kem.wam kemel: [ 3767.060281] iee280211 phy0: n2800_config_txpower_rt6352: Warmning - -
ignoring EEPROM HT40 power delta: -2

Puc. 57. Bknagka Tools, pasgen System Log

87



@ ANIEKTPOHUKA

5.5.9. GPIO

Pasgen GPIO Ha Bknagke Tools npegHasHayeH A5 HACTPONKM BXOL0B/BbIXOA0B 06LLEro HazHaYeHus
(GPIO) poyTepa, ecnim oHN y HEro ecTb. KonmyecTBo AOCTYMNHbIX ANsa HacTpoiikn GPIO 3aBucut ot
BO3MOXHOCTE yCTpoicTBa.

@ [lnsi coxpaHeHus BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

General Purpose 1/10

@ Terminal block O Power Socket RPS1-2
Direction Value Trigger Debounce (ms) Action
GPL1 IN v HIGH RISE v 100 Command v
Command
Command
Direction Value Trigger Debounce (ms)
GPI_2 IN v HIGH NONE v 100
Direction Value
GPO_1 ouT v Low v
Direction Value
GPO_2 ouT v LOW v
Direction Value Trigger Debounce (ms) Action
10_1 IN v LOW FALL v 100 SMs v
Phone Number Notification text
Phone number Text
Direction Value Trigger Debounce (ms) Action
10_2 IN v LOW BOTH v 100 None v

Save

Puc. 58. Bknagka Tools, pasgen GPIO

dusnyeckme xapaktepnuctnkm n yncno noptos GPIO ana KOHKPETHOro poytepa MOXHO Y3HaTb B
PYKOBOACTBE M0Mb30BaTeNs U caiiTe Npou3BoAUTENS.
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MopasaTb HanpshkeHne Ha Bxogd GPIO MOXHO TONbKO nocrie BK/IIOUEHUA poyTepa. HecobnogeHne gaHHoro
TpeboBaHVA BEAET K BbIXOAY poyTepa 13 CTPOS 1 JIMLLEHWIO BNagenbLa npasa Ha rapaHTuitHoe

o6cnyXnBaHue.

Ha Bxoa GPIO Henb3a nogasath HanpskeHue npeBbilatoLlee HanpsXxeHve nuTaHnsa poyrepa.

B cnyyae ecnu k GPIO He nogxntoveH pe3nctop 10 kOM - Hefb3sA AonycKaTb pasHOCTU HaMNpsXXeHUa NUTaHus
poyTepa 1 HanpsxeHus, nogasaemoro Ha Bxog GPIO. Ecnu pesuctop B 10 KOM ycTaHOB/EH, TO pa3HOCTb
HanpsPKeHUs NUTaHMA poyTepa n HanpsXxeHus, nogasaemoro Ha Bxog GPIO, gonyckaercs.

HacTtpolikn noptoB GPIO npeacTtaBneHbl B Tabnuue H1Xe.

Tabnuua 36. Hactpoiikn noptoB GPIO

Mone
I0_1, GPI_2, GPO _4 ...

Direction

Value

Trigger

Debounce (ms)

Action

Command

Phone Number

Notification text

OnucaHue
MmeHa Bxo0B/BbIXOJ0B
Bbi6op HanpasneHus paboTol: IN — paboTaet kak Bxoa, OUT — BbIXog,

YpoBeHb BbIXOAHOTO curHasna (Tosibko ans sbixofos): HIGH — Bbicokoe
HanpshkeHne, LOW — H13Koe

CobbITve Ha nopty (Tpurrep): RISE — nosiBneHve HanpshxeHnss Ha nopry,
FALL — nponaxa HanpshxeHusi Ha nopty, BOTH — nto6oe 13 cobbITuii,
NONE — co6bITHA He OTC/IeXMBatoTCA

Husenupyet noxHole Cpa6aTbIBaHI/IF| N3-3a 3/IEKTPOMarHMTHbIX HaBOAOK,
n3mepAaeTca B MUIJIMCEKYHOaxX

CobbITre, KOTOpoe NponcxoauT nNpu cpabatbiBaHUK TpuUrrepa (ToNbKOo Ans
IN): None — Huuero He npoucxoauT, Command — BbINO/HAETCA 3a/aHHas
KomaHaa, SMS — otnpasnsieTcsi SMS Ha yka3aHHbIn Homep

Mone ansa ykasaHusa komaHapb! (o4ns Action - Command)

Mone ons ykasaHusi Homepa TenedoHa, Ha KOTOpbI AO/MKHO ObITb
oTnpasneHo SMS (g1 Action - SMS)

TekcT SMS (ansa Action - SMS)
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Mpw BBOAE KOMaHAbI B nosie Command MOXHO MCNO/1b30BaTh NEPEMEHHbIE, NPeACcTaB/IEHHbIE B
Tabnuue Hmxe.

Tabnvua 37. Cnncok nepemeHHbIx an1a nonsd Command

Mone OnucaHue

%%GP10%% nvsa GPIO, Hanpumep 10_2

%%VALUE%% YPOBEHb HanpsXeHusa Ha nopty, 1 nam 0

%%TRIGGER%% Tpurrep, No KoTopomy cpabotano cobbiTne, RISE/FALL/BOTH

AMTENbHOCTb M3MeHeHUsi cocTossiHus GPIO, npeBbiweHne KOTOpoii BeAg&T K
%%DEBOUNCE%% cpabaTtbiBaHMO COObLITUA

%%TIMESTAMP%% BpeMs B hopmarte timestamp ¢ MOMeHTa 3anycka ycTpoicTaa
%%SERIAL%% CEpPUIAHbIA HOMEp YCTpOoCTBa
%%DATE%% [arta n BpeMsi Ha yCTpoicTee

Mpumep KomaHAbI:
send-sms "79xxxxxxxxx" "gpio %%GP10%% value is %%VALUE%%"

Mpw cpabaTbiBaHUW TpUITEpa Ha ykasaHHblii Homep TenedoHa 6yaeT oTnpaB/ieHo COO6LLEHNE O TOM,
yTo onpefeneHHbIi nopT GPIO nepekntounncsa B onpegeneHHoe cocTosHne. Kakoli UMEHHO nopT - 370
nepemeHHas %%GP10%% , B kakoe MMEeHHO COCTOsAHME - 3TO nepemeHHasa %% VALUE%%

YnpasneHue GPIO npu nomowwm SNMP

HauunHasn ¢ Bepcun npowwmskn 20.6 goctynHo ynpasneHne GPIO no npotokony SNMP. Ana
MCNO/Ib30BaHMA JaHHOW (YHKLMUN HY)XXHO BHECTW COOTBETCTBYHLLME HACTPOIiKM B pa3gene Services -
SNMP. bonee nogpobHas MHpopmauns HaxoguTcs B pasgene YnpasneHve GPIO npu nomowm SNMP.,

5.5.10. YnpaBnsieMblii 610K po3eTok RPS1-2

[nsa ynpasneHns 6nokom po3etok RPS1-2 npu nomowum GPIO B nHTepdielice npesycMOTpeH NyHKT
Power Socket RPS1-2
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General Purpose 1/0

O Terminal block

Direction
GPI_1 IN
Status
SOCKET1 ON
(10_6)
Status
SOCKET 2 ON
(10_7)

® Power Socket RPS1-2

Value Trigger
HIGH NONE

Default Turn ON
ON v ON

Default Turn ON
ON v ON

Debounce (ms)

100

Turn OFF

OFF

Turn OFF

OFF

Puc. 59. Bknagka Tools, pasgen GPIO, Power Socket RPS1-2

3HaueHus nonei npeacrtaB/iEHbI B Ta6]'II/ILI|e HXe.

@ ANIEKTPOHUKA

Toggle OFF/ON

Toggle

Toggle OFF/ON

Toggle

Save

Tabnuua 38. Hactpoiikn GPIO ans pabotbl ¢ YnpasnsembiM 6510Kk0M po3eTok RPS1-2

Mone OnucaHue

Status TeKyLee coCcTosiHME PO3ETKN

CocTosiHME, B KOTOPOM pO3€eTKa A0/DKHa HaxXoAUTbCA MO YMO/THaHUKO NMpu

Default BK/IIOYEHUM poyTepa
Turn ON BkntounTb po3eTky (Npu aTom none Status Takke nomeHsieTcs Ha ON)
Turn OFF BbIKNOUNTL PO3ETKY (MpK 3TOM nose Status Takxe nomeHsetcs Ha OFF)

BbIKOUNTL 1 BKIIKOUYNTL PO3ETKY (4715 T.H. "nepesarpysku no nutaHuio"

Toggle OFF/ON NOAKMHOYEHHOTO K PO3ETKE YCTPOICTBA)
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5.5.11. Wi-Fi Clients

Pasgen Wi-Fi Clients Ha Bknagke Tools npegHasHayeH ans npegcraBneHmsa nHcopmaumm o
noAaknoyeHHbIX Wi-Fi-knneHTax, ecnm ycTpoiicTBo nogaepxmeaeT paboty ¢ Wi-Fi. Ha pucyHke
npeacTaB/ieH NPUMepP CTpaHuLbI.

Client RX Bytes RX Packets TX Bytes TX Packets Signal (dBm)

e6:8d:8cieaB5:f5 33471445 211747 1465698 6717 32
Puc. 60. Bknagka Tools, pasgen Wi-Fi Clients (poytep ¢ Wi-Fi-mogynem)

Tabnuua 39. NHopmauusa o Wi-Fi-knmeHTax

Mone OnucaHue

Client MAC-agpec NoAaKAYEHHOIO KMeHTa

RX bytes KonuuecTBo NpUHATBLIX KIMEHTOM GaliT

RX packets KonnuecTBo NpUHATBIX KNIMEHTOM NaKkeToB

TX bytes KonnyecTtBo OTnNpaB/ieHHbIX KTMEHTOM 6anT

TX packets KonnuyecTtso oTnpas/ieHHbIX KMEHTOM NakeTos

Signal (dBm) YpoBeHb curHana g/1s nogkalyeHHOro KaMeHTa B geumbenax

Ecnu poyTep He nogaepxmeaeTt paboty ¢ Wi-Fi, To B okHe ByaeT BbIBOAUTLCA cooblyeHune: This router
does not support this function.
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5.5.12. Reboot

Pazgnen Reboot Ha Bknaake Tools npegHasHadeH ans nepesarpysku ycTpoiicTea unm cépoca B
3aBO/ICKME HACTPOVikM. Ha pucyHKe npeAcTaBneH NpuMep CTpaHuLbl.

UTo6bI Nepesarpy3nTb YCTPOICTBO, HXXMUTE KHOMKY Reboot.

UT06bI C6POCUTL YCTPOIMCTBO B COCTOSIHME 3aBO/CKUX HACTPOEK, MOCTaBLTe rasioduky Hanpotus Perform
factory reset n HaxmuTe kHonky Reboot.

) Perform factory reset

Reboot process will take about 60 seconds to complete.

Puc. 61. Bknagka Tools, pasgen Reboot
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5.5.13. Management

B faHHOM pasfene nosib3oBaTesito NPeOCTaB/ISETCS BO3MOXHOCTb COXPAHEHUSI BCEX CAEMAHHbIX
HacTpoek B ¢halifl, BocCTaHOBNEHVE 13 (halifia, BO3MOXHOCTb YCTAHOBUTb AOMO/HUTE/bHbINA
NPOrpamMMHbIii NakeT UK 0OGHOBUTL BEPCUIO MPOLUMBKA poyTepa. MNMpumMep CTpaHuLbl NPUBEAEH Ha
PUCYHKe.

System Report

Restore Settings Backup Settings

oo

Install Package
Upload

Update Firmware

[ Perform factory reset

Puc. 62. Bknagka Tools, pasgen Management

Mony4yeHue penopTt-daiina.

HaxxmuTe kHonky Generate Report u poyTep NnpeasnioxmT Bam COXpPaHWUTb TEKTOBbIN dhalin, B KOTOPOM
cobpaHbl norn paboTbl poyTepa 1 ero HacTpoku. [laHHbIi haiin yaobeH AN AMarHOCTUKM Pa3NYHbIX
npo6sem B HacTpoikax poyTepa. CocefHAs KHOMKa Npeaiok1T BaM cpasy Hanvcartb N1MCbMO B
TEXHUYECKYIO NOAAEPKKY N0 BO3HUKLIMM BOMPOCAM.

CoxpaHeHue HacTpPOeK yCTPoCcTBa.

HaxmuTe kHonky Download B nogpasaene Backup Settings 1 coxpaHute nonyyeHHblli daiin B
KomnbloTepe. [N yaobcTea nonb3osBateneil K uMeHun hanna fobaBnseTcs CepuitHbIin Homep
YCTPOWCTBA ¥ BEPCUSA MPOLLUMBKM.

3arpyska coxpaHeHHbIX HACTPOEK YCTpoWcCTBa.

HaxmuTe kHonky Upload B nogpasaene Restore Settings 1 Bbibepute paHee coXpaHeHHbIl haiin ¢
HacTpolikamun. Ec/in Bepcusl COXpaHeHHbIX HACTPOEK He COBNaAaeT C Bepcreit NPOLLNBKN,
YCTaHOB/IEHHOW B JaHHbI/i MOMEHT Ha poyTepe, HacTPOku ByayT NPYMEHEHbI, HO N0/1b30BaTe b
nosyunT yBeOM/IeHNe 0 TOM YTO NosiHass paboToCnoCOBHOCTL BCEX HACTPOEK Ha 3TOMN Bepcumn
NPOLUMBKM HE rapaHTupyeTcs.
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Restoring settings in progress.

This backup is for firmware
version 20.7. Full compatibility
is non-guaranteed.

Puc. 63. Bknagka Tools, pazgen Management, 3arpy3ka COXpaHeHHbIX HaCTPOeK

CoxpaHsieMble HacTPOKM NHAMBUAYaTbHBI 4151 KaXA0ro poyTepa! Mpu NpUMEHEHUN COXPaHEHHbIX HACTPOEK
OT OAHOr0 YCTPOICTBA A/151 APYTNX YCTPOWCTB OHU NPUMEHSIKOTCS NOMTHOCTBIO (BK/IKOYas Takue
HAMBUAYabHbIE NapaMeTPbl MCXOAHOTO yCTpoiicTBa kKak MAC-agpeca, SSID Wi-Fi n npouyee).

YcTtaHOBKa AONO/IHUTENbHBIX MAKETOB Ha YCTPOICTBO.
HaxmuTe kHonky Upload B nogpasaene Install Package, 4to6bl BbiOpaTh halisi-nakeT, a 3aTem
HaxkmuTe KHoMKy Install, 4To6bl MCnoNb30BaThb NaKeT B YCTPOWCTBE.

OGHoOBEeHWe BHYTpeHHero MO (npowmrBKWU) ycTpolicTBa.

HaxmuTe kHonky Upload B nogpasgene Update Firmware, 4to6bl BbIOpaTh dhaids ¢ NpOLWMBKOA. UTOObI
MCMob30BaTh BbIGPaHHBIN halin B yCTPONCTBE HaxxMuTe kHonky Update. YTo6bl npy o6HOBAEHUN
MPOLUUBKM COPOCUTL HACTPOWKM YCTPOIACTBA B 3aBOACKME, NOCTaBbTE Nepes 06HOB/IEHNEM FaslouKy
HanpoTtus Perform factory reset.

OTKNOYEHWE NUTaHNA poyTepa B MOMEHT OOHOB/IEHMS NPOLLUMBKM UK COpOCa K 3aBOACKMM HaCTpoliKam
MOXET NPMBECTU K NOTepe paboToCNOCO6HOCTM YCTPOCTBRA.
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KOHTaKTbI

HoBble Bepcum NPOLUMBOK, [OKYMEHTaLMW U CONYTCTBYHOLLENO NMPOrpaMMHOro 06ecneyeHnst MoOXHO
noslyunTb, 06PATMBLUMCH MO CAeAyOWMUM KOHTaKTam:

CaHkKT-lMeTepoypr

cainT komnaHun B VIHTepHeTe www.radiofid.ru
Ten. B CaHkT-lNMeTepbypre +7 (812) 318 18 19
e-mail support@radiofid.ru
Telegram @irzhelpbot

Haluu cneumanncTbl Bcerga roToBbl OTBETUTL Ha BCe Ballu BOMpPOCHI, NOMOYb B YCTaHOBKE, HAaCTPOIKe U
yCTpaHeHU NPo6/IEMHbIX CUTyaLuit Npu aKkcnyaTauum 060pyaoBaHus.

B cnyyae BO3HMKHOBEHWSI MPOG/IEMHOM CUTyaLmK, NMpK 06GPaLLEHNI B TEXHUYECKYIO NMOAAEPXKY, creayeT
yKasblBaTb BEPCUI0 NPOrpamMMHOro o6ecneyeHns, Mcnosb3yemMoro B poyTtepe. Tak Xe pekoMeHAyeTcs K
MUCbMY MPVKPENUTL XYpHasIbl 3amycka Npo6/eMHbIX CEPBUCOB, CHUMKM 3KPaHOB HACTPOEK 1 Nobyio
[pYTyto nosie3Hyto nHchopmaumio. Yem 6osblie MHopmaummn 6yaeT NpegocTaBieHo COTPYAHUKY
TEXHUYECKO NoAaep kKM, TEM BbICTPEE OH CMOXET Pa306paThCs B C/IOKMBLUIENCA CUTyaUum.

Mepep o6palLeHNEM B TEXHUUECKYHO NOAAEPKKY HACTOSATENIbHO PEKOMEHAYETCS 0GHOBUTbL NMPOrpamMMHoe
o6ecneyeHre poyTepa Ao akTyaslbHoi Bepcuu.

HapyLlueHune ycnoswuii akcnsyataummn (HeHag/iexallee UCnosb30BaHne poyTepa) NUWaeT Bagenbua
YCTPOICTBa NpaBa Ha rapaHTUinHOe 06C/TyXnBaHue.

96


mailto:support@radiofid.ru

ANIEKTPOHUKA

7. MpunoxeHue 1

CuHrakcuc IP-agpeca

IP-anpec onuceiBaeT agpec y3na B IP-ceTu u cocTouT 13 4x yactei (OKTeTOB). OKTET HE MOXET ObITb
6onblue yncna 254. NocnegHuini OKTET HE MOXET ObliTb HY/IEM.

lMpumep: 80.70.224.2

CuHtakcuc IP-agpeca cetu

IP-agpec ceT onucbiBaeT BCe aipecHoe NPOCTPaHCTBO IP-ceTn. CoCTonT U3 4x YacTei (OKTETOB) U
Mackun nogcetn. OKTET He MOXET 6bITb 60/bLUIe Yncna 254, Macka noacetu He 6osblle yucna 32.

lMpumep 1:90.30.173.60/28

lMpumep 2: 125.24.55.219 255.255.255.0

CunHTaKcuc Macku nogcetu

Macka noaceTy COCTOUT U3 4X OKTETOB, KaXAblli U3 KOTOPbIX HE MOXET ObITh 60/1bLLE YMcia 255.
lMpumep: 255.255.255.0

CunHTtakcuc MAC-agpeca

MAC-agpec cocTouT 13 6 YacTeli, Kaxaas 13 KOTopbIX HE MOXET UMETb 3Ha4YeHne 6onee FF
(wecTHaguarepuyHasn cuctema CUUCIEHMS).

lMpumep: 00:FF:BD:69:07:4A
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